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Abstract

Thisreportdescribeshedesignof Xen,thehyper
visor developedas part of the XenoSerer wide-
areacomputingproject. Xen enablesthe hard-
wareresource®f a machineto bevirtualizedand
dynamically partitionedsuchas to allow multi-
ple different ‘guest' operatingsystemimagesto
berun simultaneously

Virtualizing the machinein this mannerpro-
vides exibility, allowing different users to
choosetheir preferred operating system (Win-
dows, Linux, NetBSD), and also enablesuse of
theplatformasatestbedor operatingsystemse-
search. Furthermore Xen provides secureparti-
tioning betweerthese domains',andenabledet-
ter resourceaccountingand QoS isolation than
canbe achiezed within a corventionaloperating
system. We shav thesebene ts canbe achieved
atnegligible performanceost.

We outline the design of Xen's main sub-
systemsandtheinterfaceexportedto guestoper
atingsystemsinitial performanceesultsarepre-
sentedor ourmostmatureguestoperatingsystem
port, Linux 2.4. This reportcoverstheinitial de-
signof Xen, leadingup to our rst public release
which we planto malke availablefor downloadin
April 2003.Furtherreportswill updatethedesign
asourwork progresseandpresentheimplemen-
tationin moredetail.

1 Intr oduction

TheXenoSererproject[6] is building apublicin-
frastructurefor wide-areadistributed computing,
creatinga world in which XenoSerer execution
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platformsarescatteregcrosshe globeandavail-
ablefor ary memberof the public. This allows
usersto run programsat points throughoutthe
network to reducecommunicatioriateng, avoid
network bottlenecksandminimize long-haulnet-
work chages.Also, it canbeusedo deploy large-
scaleexperimentalservicesandto provide a net-
work presencefor transiently-connectednobile
devices.

Our approachis distinguishedfrom existing
work on mobileagentsgexecutionplatforms,code
hostingandthelik e by two principles:

1. Tackling dif cult problems at the same
time.
Acceptabledesignsfor execution erviron-
ments, resourcemanagementresourcedis-
covery, authentication, privagy, chaging,
billing, paymentandauditingareall crucial
to the succesf our platform asan infras-
tructureserviceopento andacceptedy the
public. Existingwork hastackledindividual
subsetwof theseproblems,but tensionsbe-
tweenthe issuesconcernedneanthat solu-
tions pro cient in somedimensionarelack-
ing in another

2. No brave newworld.

Ourplatformwill hostapplicationswrittenin
today's programminglanguagesagainst ex-
isting APIs — and, we believe, thosewritten
with tomorrav'slanguagesindlibraries. We
do notwantto mandatea particularcodedis-
tribution format or a particular middlevare
toolkit for distributedprogramming.



An important componentof the XenoSerer
projectis to implementproof-of-concepsystems
softwareonwhichtheothercomponentsandpub-
lic services,can safely be executed. This re-
port introducesone such system; the prototype
XenoSerer nodebasedn the Xen hypervisor

The hypervisor runs directly on sener hard-
wareanddynamicallypartitionsit betweeranum-
ber of domains eachof which hostsan instance
of aguestopemting systemA singleXenoSerer
may hosta rangeof GuestOSesrunning at the
sametime; it may also hostseveral independent
instancesof the sameGuestOS runningin dif-
ferent domains, perhapson behalf of different
clients. The hypervisorprovidesjust enoughab-
stractionof the machineto allow effective iso-
lation and resourcemanagemenbetweenthese
domains— the sameprinciple pioneeredin the
Nemesisand Exokernel researchoperatingsys-
tems.

Thestructureof this papelis asfollows: Firstly,
to setthe generalscenewe provide a high-level
architectureanddesignwhich identi es the prin-
cipleswe areusingto build the Xen-basedyper
visor andprototypeguestoperatingsystems Sec-
ondly, to aid the porting of new guestoperating
systemswe describahe C-languagénterfaceex-
portedto domainsrunningon top of the hypervi-
sor. Finally, we describéhecontrolinterfaceghat
thehypervisorexportsto enablehigherlevel man-
agementoftwareto run asusermode processes
in aprivilegedcontroldomain.

In acompaniorpapemweintroducehigherlevel
aspectsof the system;how XenoSerers adwer-
tise their facilities to clients,how clientsidentify
XenoSerersto hosttheir tasksand how the we
supporta diverserangeof billing and chaging
policies|3].

2 Overall SystemAr chitecture

Figurel presentshearchitecturef a XenoSerer
node basedon the Xen hypervisor As illus-
trated, we essentiallytake a virtual machineap-
proachaspioneeredby IBM VM/370 [7]. How-
ever, unlike VM/370 or morerecentefforts such
as VMWare [8] and Virtual PC [2], we do not
attemptto completelyvirtualize the underlying

User User User

Software Software Software
GuestOS  GuestOS  GuestOS
(XenoLinux) (XenoBSD) (XenoXP)
Xeno-Aware Xeno-Aware Xeno-Aware
Device Drivers Device Drivers Device Drivers Device Drivers
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H/W (SMP x86, phy mem, enet, SCSI/IDE)

Figurel: Thestructureof a XenoSerer basedn
the Xen hypervisor hostinga numberof different
guestoperatingsystems.

hardware. Insteadwe adaptsome parts of the
hostedguestoperatingsystemso work with our
hypervisor; the operatingsystemis effectively
portedto a new target architecture typically re-
quiring changesin just the machine-dependent
code. The userlevel API is unchangedthus ex-
isting binariesand operatingsystemdistributions
canwork unmodi ed.

This approach has been dubbed “para-
virtualization” by the Denali projectteamat U.
Washington[10], and provides bene tsin terms
of both performanceandeaseof implementation.
This returnsagain to mary of the obserations
madeduringthe NemesisandExokernelprojects;
it is extremely dif cult to fully-virtualize the
existing abstractionsof PC hardware. In ary
case,this lets GuestOSesmake betterinformed
decisions— for instance,not fully virtualizing
memoryletsusavoid double-paging.

As shavn in the gure, the hypervisorlayer
senesto virtualize resourcesand securelymul-
tiplex accessrom a setof overlying virtual ma-
chines.Within the singlehost,therearenow two
levels of interfaceto a givenresource:at the bot-
tomlevelis theraw physicalinterfacebetweerthe
hypervisorand the device, and above this is the
virtualized interfacethat is presentedo the vir-
tual machines. Theseinterfaces,althoughsimi-
lar, neednotbeidentical;by makingthe existence
of the hypervisornon-transparerit is possibleto
provide additionalservicesuchasschedulingand

Xen
(hypervisor)



Itering to individual virtual machines.

In additionto exportingvirtualizedinstance®f
the CPU, memory network andblock storagede-
vices, Xen exposesa controlinterfaceto sethow
theseresourcesare sharedbetweenthe running
domains. The control interfaceis privileged and
may only by accessedy one particular virtual
machine:domainQ Thisdomainis arequiredpart
of ary Xen-basedXenoSererandrunstheappli-
cationsoftwarethatmanageshecontrol-planeas-
pectsof the platform — more detailsaboutthese
functions are available in the companiondocu-
ment[3].

Even in termsof a single machine,there are
goodreasondo keepthe control softwarein do-
mainQdistinctfrom the hypervisoritself. In par
ticular, it allows usto betterseparateéhe notions
of metanismandpolicy within thesystem:while
the hypervisormustbe involved in data-pathas-
pects(e.g.sharingthe CPUbetweerdomains, |-
teringnetwork pacletsbeforetransmissionpr en-
forcing accesontrolwhenreadingdatablocks),
thereis no needfor it to be involvedin, or even
awareof, higherlevel issueqe.g.how the CPUis
to be shared,or which kinds of paclet eachdo-
mainmaytransmit).

3 Detailed Design

In this sectionwe introduce the design of the
major subsystemsthat make up a Xen-based
XenoSerer. Ratherthandealsolelywith the hy-
pervisor we presentboth hypervisorand Guest
OS functionality for eachcase. This is for clar
ity of expositionaswell asare ecting accurately
our co-desigrprinciples;the hypervisoris no use
by itself.

The currentdiscussionof GuestOSesfocuses
on our para-virtualizedinux system,XenoLinux
Work is also undervay building Guest OSes
basedon NetBSD (XenoBS) and Windows XP
(XenoXB. Referencewill be madeto thesecom-
ponentsvhererelevant.

After describingthe modesof communication
betweenthe hypervisor and domains, we will
tackle timers, the CPU and schedulingin Sec-
tion 3.2, physicalmemoryin Section3.3, network
devicesin Section3.4 andblock devicesin Sec-

tion 3.5.

3.1 Interaction Betweenthe Hypervisor

and Domains

In general,domainsrun over the hypervisorin
muchthe sameway as processesun over an or-
dinary operatingsystem;they are suspendednd
resumedransparentlyand may only invoke ser
vicesfrom the hypervisorover a numberof spec-
i ed interfaces.By analogywith ordinarysystem
calls,we termthese*hypercalls’andwe shallsee
examplesof hypercall-basedhterfacedor various
devicesin thesubsequergections.

Communicationfrom the hypervisorto a do-
main takes the form of “events” which standin
placeof theusualdelivery mechanism$or device
interruptsor processoexceptions.As with tradi-
tional Unix signals thereareonly asmallnumber
of events,eachactingasa ag indicatinga partic-
ularkind of occurrenceFor instancewe shallsee
eventsusedto indicatethatnew datahasbeenre-
ceivedoverthenetwork, or thatdisk readrequests
have beencompleted.

As we have said,communicatiorbetweera do-
main andthe Hypervisoris similar to a standard
systemcall interface, providing a small number
of entry pointsfor a GuestOS. However, careis
taken that thesecalls do not block, and should
beinterpretedmorelik e anoti cation mechanism
thana full-blown systemcall interface. We shall
seethis distinction most clearly in Section 3.5
whenwe discussthe way in which local storage
is madeavailableto domains.

With theinterfacesbetweerthe Hypervisorand
the GuestOSesbeingonly usedfor noti cations
the Hypervisoris completelyasynchronousig-
ni cantly simplifying its designandimplementa-
tion.

Xenis entirelyevent-drvenandrequiresnoin-
ternalthreadsor processe$or its own operation.
It requiresno dynamicmemoryallocationduring
normaloperation.Somecontrol-planeoperations
suchasdomaincreationandtheinsertionof new
network lItering rulesdo requirenev memoryto
beallocatedput suchoperationcanbeabortedf
thememoryallocationfails.

As a result of this simple structure, Xen is
small,currentlylessthan42klinesof codeexclud-



ing diskandnetwork hardwaredevice drivers.We

hopethat this will permit extensive codereview

and perhapseven applicationof formal methods
to resultin a stableandsecurehypervisor

3.2 Virtualizing Time and the CPU

Virtualizing the CPU involves providing abstrac-
tionsfor time andinterruptsaswell asproviding

a mechanismfor sharingthe CPU betweendo-

mains.Thisis notvery differentto whata normal

operatingsystemwould provide.

3.2.1 Time

Guestoperatingsystemseedto be aware of the
passag®f realtime andtheir own “virtual time”,
i.e., thetime they have beenexecuting. Further
more, a notion of time is requiredin the hyper
visor itself for schedulingand the activities that
relateto it. To this end, the hypervisorprovides
thefollowing notionsof time:

Cycle countertime provides the nest-grained,
free-runningime referencewith theapprox-

imate frequenyg being publicly accessible.

The cycle countertime is usedto accurately
extrapolatethe other time references. On
SMP machinesit is currently assumedhat
cycle countertime is synchronisedetween
CPUs(thecurrentx86-basedmplementation
achieresthis within inte-CPU communica-
tion latenciescourtesyof the Linux initiali-
sationcode).

Systemtime is a 64-bit value containing the
nanosecondslapseainceboottime. Unlike
cycle countertime, systemtime accurately
re ectsthepassagef realtime,i.e., it is ad-
justedseveraltimesa secondor timer drift.
This is doneby runningan NTP client [4]
in domainOon behalfof the machine feed-
ing updatego the hypervisor Intermediate
valuescan be extrapolatedusing the cycle
counter Providing theseNTP-adjustedral-
uesthroughthe hypervisorallows usto use
a single NTP client per machineinsteadof
performingtime synchronisatioim every do-
main.

Wall clocktime is theactual“time of day” Unix
stylestruct  timeval (i.e., secondsand
microsecondsincel Januaryl970,adjusted
by leapsecondstc.). Again, an NTP client
hostedby domainQcan help maintain this
value. To GuestOSesthis valuewill be re-
ported insteadof the hardware RTC clock
valueandthey canusethe systemtime and
cycle countertimesto startandremainper
fectly in time.

Domain virtual time progressesat the same
paceascycle countertime, but only while a
domainis executing. It stopswhile the do-
mainis de-scheduledT hereforethe shareof
the CPUthat a domainrecevesis indicated
by the rate at which its domainvirtual time
increasestelative to the rate at which cycle
countertime doesso.

3.2.2 Timers

The hypervisorincludesatimer facility which al-
lowsit to executefunctionswhenaparticulartime
isreachedThismaybeusedby Xen's own device
driversandby the schedulefseebelow).

The hypervisor provides Guest OSeswith a
limited interface to thesetimers. Each domain
recevesa pair of alarmtimers; one operatingin
domain-virtuaftime andthe otherin systemtime.
The GuestOSesare expectedto build their own
timer infrastructure(e.g. priority queue)above
these. Thedomainvirtual alarmtimer canbeused
for schedulingvithin the GuestOSwhile all other
component®f the GuestOS arelikely to usethe
systentime alarmtimer. We will returnto thede-
tails of the timer interfacefor GuestOSeswhen
describingthe scheduler

3.2.3 Virtualizing Interrupts

Interrupts are virtualized by mapping them to
events,which aredeliveredasynchronouslyo the
targetdomain. A GuestOS canmaptheseevents
onto its standardnterruptdispatchmechanisms,
suchas using a simple vectoringscheme. Each
physicalinterruptsourcecontrolledby the hyper
visor, including network devices, disks, or the
timer subsystemis responsibldor identifyingthe



target for an incoming interrupt and sendingan
eventto thatdomain.

This demultiplexing mechanismalso provides
adevice-speci c mechanisnfor eventcoalescing
or hold-off. For example,aGuestOSmayrequest
to only actuallyreceive an event after n paclets
arequeuedeadyfor delivery to it, or t nanosec-
ondsafterthe rst paclet arrived (which ever is
true rst). This allows usto addresdateny and
throughputequirement®nadomain-speci cha-
sis (aswe did with o w-awareinterruptdispatch
in the ArseNIC Gigabit Etherneinterface[5]).

3.2.4 Scheduling

Schedulingcompriseswo setsof interfaces. An
internalinterfacethroughwhich a domaincanno-
tify theschedulepf its intentionsandaninterface
throughwhichschedulingparametersanbespec-
ied.

The internal interface to the schedulerand
timers providesthe following operationgo each
domain:

GuestOS schedulerinterface
sched _halt()

sched _timer(time)

sched _vtimer(vtime)

Throughthesched _halt()  operatiormdomain
relinquishegshe CPU.GuestOSesareexpectedo
callthisfunctionwhenidle, i.e.,insteadf execut-
ing anidle loop or, on x86, the hlt instruction.
Halteddomainsarewoken up again whenrecei-
ing an event, e.g.,througha virtualizedinterrupt
causedby an arriving network packet. Domains
canalsorequesto be sentatimer eventat a spe-
ci ¢ systemtime (usingthe sched _timer() )
operation, thus de ning a timeout value when
halting.

While a domain is running on a CPU
it can also requestto receve timer events
at specied domain-virtual times using the
sched _vtimer()  operation. A GuestOS can
usethesetimer eventsto scheduleits processes
when active. The hypervisoris responsiblefor
managingthe timers operatingin domain-virtual
time when schedulingand de-schedulinga do-
main, i.e., it hasto translatedomain-virtualtime
into systemtime.

This very simple schedulerinterface, essen-
tially thesched _halt()  operationin combina-
tion with eventdelivery andthe timersoperating
in systemtime and domain-virtualtime, is suf-
cient to build both a variety of schedulingal-
gorithmsin the hypervisoraswell assupporting
schedulingwithin GuestOSes. To improve the
performanceof the latter, we might in future ex-
tendtheinterfaceto includescheduleactivations
[1].

Underneattihe scheduleinterface,we are ex-
perimentingvith anumberof differentscheduling
algorithms.For example,usingNemesis'atropos
scheduletto provide soft-realtime absolutepro-
cessosharesandtime warpto sharehe CPUin a
weighedproportionally-gir fashion. The param-
etersfor the schedulingalgorithm are controlled
via domainO

There are two further aspectsof the design
which we muststill re ne in moredetail,namely
how to dealwith schedulinglateng, especially
with respecto thevirtualizedinterruptmodelde-
scribedabove, and improved schedulingof do-
mainson SMP or SMT systems. Xen supports
both SMT and SMP hosts,but currentlyeachdo-
main canrun on only one processoiat ary time
(GuestOSesarecurrentlyuni-processor)We will
reporton our efforts to addresgheseissuesin a
future paper

3.3 Virtualizing Physical Memory

Thehypervisoris responsibldor providing mem-
ory for eachof thedomainsrunningoverit. How-
ever, the Xen hypervisors duty is restrictedto
managingphysical memoryandto policing page
table updates. All other memory management
functionsare handledexternally. Start-of-dayis-
suessuch as building initial pagetablesfor a
domain, loading its kernelimage and so on are
doneby thedomainbuilder runningin userspace
within domainQ Pagingto disk and swappingis
handledby GuestOSesthemseles,if they need
it. Thisapproactkeepghehypervisorightweight
while keepingthe systeme xible.

Many of the designdecisionsfor the mem-
ory managemensubsystemwere in uenced by
the choiceof hardwarearchitectureor theinitial
XenoSerer platform: the x86 It is worth bear



ing in mind thatthe existenceof certain"modern’
CPU featuressuchasa software-managedLB,
would make memoryvirtualisationeven simpler
andmoreef cient.

Thex86 processorsiseacomple hybrid mem-
ory managemenschemethat combinespaging
and segmentation. Virtual addressegpresented
by instructionsidentify a segmentand an offset
within that segment. Segmentsare mapped rst
to alinear addressspacewhich is translatedyia
pagetables to the physicaladdresspace Rather
than just distinguishingusermode and kernel-
modeexecution therearefour rings, rangingfrom
0 (themostprivileged)to 3 (theleast). Segments
canbe madeaccessiblen a perring basisanda
particularareain the linear addresspaceis only
accessibldf it is coveredby an accessibleseg-
ment. Within that,pageghemselescanbe made
accessibleitherto all rings, or only to rings 0-2.
In anordinaryOS,eachprocessasits own linear
addresspace andthe OS runsin ring 0 andap-
plicationsin ring 3. Segmentationjn thatcasejs
effectively unusedwith eachsegmentcompletely
overlapping,starting at the bottom of the linear
addressspaceand extending completelyto the
top.

Ona Xen-baseXenoSerer, the hypervisorit-
selfrunsin ring 0. It hasfull accesso thephysical
memoryavailablein the systemandis responsible
for allocatingportionsof it to thedomains.Guest
OSesareleft to runin anduserings 1, 2 and 3
asthey seet, asidefrom thefactthatsegmenta-
tion is usedto preventthe GuestOSfrom access-
ing a portion of the linear addressspacethat is
reseredfor useby the hypervisor This approach
enabledransitionsbetweenGuestOS andhyper
visor without ushing the TLB, which is critical
for performanceWe expectmostGuestOSeswill
usering 1 for their own operatiorandplaceappli-
cations(if they supportsuchanotion)in ring 3.

3.3.1 PhysicalMemory Allocation

Thehypervisorresenesa (small) x edportionof
physical memoryat systemboottime. This spe-
cial memoryregion is locatedat the beginning of
physical memoryandis mappedto the very top
of every virtual addressspace. Exceptwhenop-
eratingin the hypervisor i.e. in ring 0, sggmen-

tationis usedto preventaccesdo this region. It
thereforeremainsmappedbut not necessarilyac-
cessible)at all times— ananalogousapproacho
how standardLinux mapskernelmemoryat high
virtual addresses.

Any physical memorythatis not useddirectly
by the hypervisoris divided into pagesand is
available for allocationto domains. The hyper
visortrackswhich pagesarefreeandwhich pages
have beenallocatedto eachdomain.Whena new
domainis beinginitialized, the hypervisorallo-
catest pagesiravnfromthefreelist. Theamount
of memoryrequiredby the new domainis passed
to hypervisorasoneof theparameterfor new do-
maininitialization by the domainbuilder.

Domainscan never be allocatedfurther mem-
ory beyondthatwhich wasrequestedor themon
initialization. However, adomaincanreturnpages
to the hypervisorif it discosersthatits memory
requirementdave reduced. Pagesmight be re-
turnedto the hypervisorin severalsituations:

The domainmay have enteredanidle phase
andwishesto releasainneededesourceso

avoid incurring chagesfor their continued
use.

The domain needsa new zeroedpage but
the pagesalready allocatedto it contain
potentially-usefuhon-dirty data. Insteadof
swappingoneof thosepagesout to disk, the
domaincanreturnit to the hypervisorin ex-
changefor afreshone.

Oncea domainhasterminatedall its pages
arereturnedto thefreelist andareavailable
for furtherallocationby the hypervisor

The adwantageof returninga pageto hypervi-
sor during executionis that the hypervisormight
be ableto returnthe very samepagebackto do-
main at a subsequentime. This is possibleonly
in caseswherethe systemis not underpressure
for memoryandthusthe pagein questiorhasnot
beenreallocatedby the hypervisor betweenthe
domainreturningandreclaimingit. We call this
featurethelast chancecacheandpage laundering
respectiely.

We are currently evaluating whetherto pro-
videread-onlypagesharingbetweerdomaingthe



GuestOS would copy-on-write). If multiple do-
mainsareareexecutingor accessinghesameles
from a sharedle system(runningin domainQ,
this mechanisntouldprovide reducedotal phys-
ical memoryfootprint. The extent of the bene t
providedby sucha mechanisnis underreview.

3.3.2 PageTable Updates

In additionto managingphysicalmemoryalloca-
tion, thehypervisoris alsoin chageof performing
pagetableupdateson behalfof thedomains.This
is neccessaryo preventdomainsfrom addingar
bitrary mappingsto their pagetables— for intro-
ducingmappingdo oneanotherspages.Two op-
erationsareexported:

GuestOS pagetable update interface
pt _set _pagetable(addr)
pt _update(list of requests)

The rst operation informs the hypervisor to
switch the domainto usethe pagetableslocated
at the speci ed address(of course,it musten-
sure suitablecontinuity of executionacrossthis
call). If this is a new pagetable, not seenbe-
fore, thenthe hypervisormustvalidatethe whole
pagetable structurereachabldrom the speci ed
addressandrevoke any mechanismshatthe do-
mainmay have to write directly to the pagescon-
taining the proposedpagetable (thus ensuringit
remainsvalid).

The hypervisor allows incrementalupdateto
pagetablesvia the pt _update operation. It
takes a vector of proposedupdatesand applies
them in a batch. This batchingamortizesthe
costof makingthe hypercallandexploits the fact
thatmary GuestOS, including XenoLinux, pro-
vide explicit “ ush” operationghatindicatewhen
pagetable updatesmust becomevisible to pre-
sene consisteng

3.3.3 Pseudo-Plysical Memory

The usual problem of external fragmentation
meanghata domainis unlikely to receve a con-
tiguous stretch of physical memory However,
mostGuestOSesdo not have built-in supportfor
operatingin a fragmentedhysicaladdresspace
e.g. Linux hasto have a one-to-onanappingfor

its physicalmemory Thereforeanotionof pseudo
physicalmemoryis introduced.Oncea domainis
allocateda numberof pagesatits startof theday,
one of the rst thingsit needsto do is to build
its own real physicalto pseudophysical map-
ping. From that momentonwardspseudophys-
ical addresseare usedinsteadof discontiguous
real physicaladressesThus,therestof the Guest
OScodehasanimpressiorof operatingn a con-
tiguousadressspace. GuestOS pagetablesstill
containreal physicaladdressesMappingpseudo
physicalto real physicaladdressess neededon
pagetable updatesand also on remappingmem-
ory regionswithin the GuestOS.

Thedecisionto dothemappingnsidetheGuest
OS andnot by the hypervisorwas madefor two
mainreasons:

To keepthe hypervisorcodeasthin aspossi-
ble,and

Different GuestOSesmay prefer the map-
ping donein differentwaysto suit their ar
chitecture.Somemight not evenwantto do
the mappingand might be hapyy to live in
fragmentednemoryregion.

Apart from enablingthe allocationof discon-
tiguousmemoryregionsthe pseudophysicalap-
proachaids domain migration — either between
machinesby pickling and unpickling an entire
runningdomain,or simply betweendifferentlo-
cationswithin asinglemachines physicaladdress
spacgfor example to performbalancingwithin a
ccNUMA machine).

3.4 Virtualizing Network Access

Sincethe hypervisormustmultiplex network re-
sourcesits network subsystenmay beviewedas
avirtual network switchingelemenwith eachdo-
main having one or more virtual network inter
facesattachedo this network.

The conceptuallysimplest hypervisor design
would act asa link-layer hub, forwardingall in-
boundtrafc to all GuestOSesandrelayingout-
bound trafc to the “real” network. In prac-
tice, however, this is undesirabladueto concerns
about:
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security: any domain can snoopall trafc,
and

performance:additional copies(or compli-
catedmeansof avoiding them)would bere-
quired.

Insteadwe chooseto make the hypervisoract
conceptuallyasanIP router forwardingeachdo-
main's traf ¢ accordingto a setof rules. Theuse
of agenerapacletclassi erinsidethe hypervisor
allows additionalservicesto be provided, aswe
shallseein Section3.4.1.

As the vast majority of trafc is likely be
TCP/IP-basedthereis an understandablbene t
in abstractingat the IP level. However, a limita-
tion of this approachis thatit doesnot account
for non-IP(andnon-ARP)trafc. Someapplica-
tions which use alternatve protocolsmight pre-
fer a link-layer hub modelwhich doesnot mod-
ify Ethernetframesbeforethey areforwarded. If
thisbecomes majorrequirementhenour design
can accommodate hybrid hub/router; however
for the presentwe rule this out of scope. Exper
imental protocolsmay still be usedvia overlays
(e.g.IPonlIP).

3.4.1 Hypervisor Packet Handling

As describedearlier the hypervisoris responsi-
ble primarily for data-pathoperations.In terms
of networking this meangaclettransmissiorand
receptionwhich we now considetin turn.

Onthetransmissiorside,the hypervisorneeds
to performtwo key actions:

10

Validation. A domainis only allowed to

emit paclets matchinga certain speci ca-
tion; for example,onesin which the source
IP addressnatchesone assignedo the vir-

tual interface over which it is sent. The
hypervisor is responsiblefor ensuringary

suchrequirementsare met, eitherby check-
ing or by stampingoutgoing paclets with

prescribedsaluesfor certain elds.

Scheduling Sinceanumberof domainscan
sharea single “real” network interface,the
hypervisormustmediateaccessvhenseveral
domainseachhave pacletsqueuedor trans-
mission. Of course,this generalschedul-
ing functionsubsumesgasicshapingor rate-
limiting schemes.

Logging and Accounting. The hypervisor
can be con gured with classi er rules that
controlhow pacletsareaccountear logged.
For example,domainOcould requestthat it
recevvesalog messager copy of the paclet
whene&er anotherdomainattemptgo senda
TCP pacletcontaininga SYN.

Onthereceve side,the hypervisorsroleis rel-
atively straightforvard: oncea pacletis receved,
it needsto determinethe virtual interface(s)to
which it mustbe delivered. Currently the paclet
is copiedto deliver it to the GuestOS. In the fu-
ture, we intendto usea page- ipping schemeto
eliminate the copy, trading the page containing
the receved paclet for onefrom the GuestOSes
free buffer ring. This shouldresultin improved
network performanceat the expenseof increased
memory requirementsdue to allocating one re-
ceive buffer a page. If a smartNIC suchasAr-
seNIC[5] is used,the paclet could be delivered
directly into the GuestOS receve buffer without
needfor copying or memorymanagemertricks.

An appealingdesignapproactis to abstracthe

demultipling taskinto a genericpaclet classi-
cation andtrigger model. This allows a clean
implementatiorof thereceie path(seeFigure3).
In additionto trivially supportinge.g. multicast,
the use of othertriggersallows fast forwarding,
userspeci ed re walling, simplepacletrewriting
and even clever denial-of-servicg(DoS) preven-
tion techniques.



Hypervisor RX Packet Path

Packet may be delivered along
a fast path directly to a target
guest(s?) possibly triggering
immediate interrupt.

Events generated relating to
packet delivery (also described
by rules) delivered to interested
guests.

L

_—l. ____________________
Packet classifier examines
packet header to match

appropriate action rule(s?)

Forwarding module may make
small changes to packet (ie
readdressing) and forward to TX

queue.

Ethernet driver receives
packet into skbuff.

Figure3: Rule-BasedPaclet Recieve Path

For example,a setof threerulesmight be used
to implementa simple paclet symmetryscheme
to preventa domainfrom performingmary kinds
of DoS attacksagainstremotehosts.

Rule 1: If thisinboundpadket is for domain
n, incrementkX count[n].

Rule 2: If this outboundpadket is from do-
mainn, incremenfT X_count[n].

Rule 3. If TXcount / RXcount >
maxsendratio, geneate a symmetryiola-
tion eventfor domainO.

This set of rules allows a servicerunning on
domainOto wait for eventsto arrive describing
alarm conditions,suchasthesesymmetryviola-
tions, andthentake actionaccordingly Updates
to the classi cation table are initiated by pass-
ing similar event structuresdown from the Guest
OSes. This allows a commonevent-basedppli-
cationmodelto easily build simple policy at the
GuestOSlayer.

3.4.2 Data Transfer

For network devices,actualdatatransferbetween
domains and the hypervisor usesvery similar
techniquego thoseof Nemesisor the ArseNIC
gigabit Ethernetinterface[5].

Unsurprisingly the generalschememuch re-
semblesthat of a userlevel network interface.
Eachvirtual interfaceusestwo “descriptorrings”,
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onefor transmit,the otherfor receve. Eachde-
scriptoridenti es a block of contiguousphysical
memoryallocatedto the domain. Therearefour
cases:

Thetransmitring carriespacletsto transmit
from the domainto the hypervisor

The return path of the transmitring carries
“empty” descriptorgndicatingthatthe con-
tentshave beentransmittedandthe memory
canbere-used.

The receve ring carriesempty descriptors
from thedomainto thehypervisor;thesepro-
vide storagespacdor thatdomainsreceved
paclets.

The return path of the receve ring carries
pacletsthathave beenreceved.

Real physical addressesre usedthroughout,
with the domain performing translation from
pseudo-pisicaladdressel thatis necessary

This schemeavoids the hypervisorfrom hav-
ing to perform buffer managemenbn behalf of
domains— if a domaindoesnot keepits receve
ring stocledwith emptybuffersthenpacletsdes-
tinedto it may be dropped.It providessomede-
fenseagninst receve-livelock problemsbecause
an overloadeddomainwill ceaseto receve fur-
therdata. Similarly, on the transmitpath, it pro-
videsthe applicationwith feedbackon the rateat
whichits pacletsareableto leave the system.

Synchronizationbetweenthe hypervisor and
the domainis achiered using countersheld in
sharedmemorythatis accessiblgo both. Each
ring has associategoroducerand consumerin-
dicesindicating the areain the ring that holds
descriptorsthat containdata. After receving n
pacletsor t nanosecondafter receving the rst
paclet, the hypervisorsendsan event to the do-
main. A singlehypercallis neededo allow a do-
mainto “kick” thehypervisorwhenit causesuch
atransitionon eitherof the downward paths:

GuestOS network data transfer interface
net _update()




3.4.3 Additional Considerations

Thereareanumberof furtherserviceghatmaybe
desirableo provide within the hypervisor:

AddressTranslation. By performingnet-
work addresgranslation(NAT) andportfor-
warding, mary domainsmay sharea com-
monexternallP address.

Traf ¢ Logging. Detailsregardingconnec-
tions may be loggedto allow forensicaudit-
ing in the caseof a speci ¢ domainacting
maliciously

Packet Snif ng. In orderto perform net-
work analysistheclassi er canbecon gure
with rulesto causecertainpacketsto be du-
plicatedanddeliveredto multiple domains.

Furtherdiscussiorabouttheseandotherpoten-
tial featuresmaybefoundin our designnote[9].

3.5 Accesdo Block Devices

As we introducedin Figure 1, the hypervisor
implementsthe actualdevice driversfor speci c
piecesof hardwareandthenexposesvirtual inter
facesto GuestOSes. This modelis followed for
IDE and SCSl drives, asit wasfor network de-
vices.

As before,however, we arefacedwith a num-
ber of choicesin termsof the level at which the
underlyingblock device is exposedto particular
domainsandthe kinds of sharingwhich we per
mit to occur For instance shouldthe interfaceto
local storageoperateat the level of le accesses
within a particularkind of le system?Alterna-
tively, shouldthe hypervisorprovide “raw” disk
accesdo completephysicaldisks?

3.5.1 Control Interfaces

The approachwe have taken is a pragmaticbal-
ancebetweertheseextremes;the hypervisorpro-
vides domains with the abstractionof logical
block devices built from extentsdravn from the
physical disks tted to the system. Eachextent
in the list is given asa tuple specifyinga physi-
cal drive, offsetwithin it, extent-lengthanda ag
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indicatingwhetherread/writeor read-onlyaccess
is to be granted. A control interfaceis provided
to domainOto con gure logical block deviceson
behalfof domains;the hypervisoris only respon-
sible for the data-pathprotectionand translation
of requests:

Domain0block device interface
bd_device _update (dom, devn,

extent _list)

DomainOhascompleteread/writeaccesgo their
entirecontentsincluding partitiontables bootin-
formationandsoon. It will typically be con g-
ured to useone of the partitionsasits root le
system. Other partitionsmay be marked astype
“XenoDisk”. Thesewill bedividedupinto x ed-
length extents (currently 100MB chunks), and
available for domainOto constructlogical block
devicesfrom, asnecessary

In atypicalinstallation,domainOwill usesome
extentsto hold asharedle systemthatit exports
to otherdomainsvia alocal NFS or SMB sener.
Thisprovidesdomainswith ahigh-level le-based
read/writeinterface. In the future,a sharedmem-
ory block transfermechanismwill augmentthe
NFS sener for improved ef ciency whenservic-
ing GuestOS le requestsThememorymanage-
mentsystenwill thusenablepageghatarein use
by morethanonedomainto be sharedread-only
(copy-on-write) betweerdomains.

Ratherthan only exporting a local le sys-
temvia this mechanismyve expectdomainOwill
wish to provide domainswith accesgo otherdis-
tributed le systemssuchasCoda,Tapestrylvy,
orourown XenoStoreln whichcaseijt will likely
usesomeof the local disk extentsto provide a
persistensharedcacheof recentlyaccessedes.
With the shared-memorplock transporin place,
this could provide an ef cient meansof allowing
GuestOSesto retrieve les thatarelikely to ex-
hibit a high degree of sharing,suchas common
systemandapplicationbinaries.

Insteadof usingthe le-le vel interface,some
domainswill chooseto askdomainOto construct
a logical block device for them. For example,a
domainmight askthata new block device becre-
atedsuchthatit mayperformpaging(swaping)to
it. Doing sowill provide the domainwith high-
performancealisk accesshypassinghe le-le vel



sharedcachewhich could provide no bene t ary-
way.

Similarly, adomaincould requestreationof a
newv block device, build a le systemon it, and
populateit with importantapplicationdatathatit
needgo acceswith predictableperformanceand
thuscouldnotrely onthedistributed le system.

3.5.2 Persistentblock devices

Whencreated block devicesareresened for the
client's exclusive useduringthe periodthe Guest
OSis running on the sener. However, we wish
to provide the option of persistenstorageallow-
ing a client to reclaima block device previously
createdby anotheiGuestOS.

Upon creation, logical block device are as-
signed a pair of large sparseidenti ers which
seneasacceskeys. Oneidenti er providesread-
write accessthe otherread-only When asking
domainOto constructit a logical block device, a
domainin possessiorf a key canuseit to re-
guestaspeci ¢ pre-«isting block device contain-
ing known data,perhapsncryptedor additional
security Thismechanisnalsoallows GuestOSto
performread-onlysharingof commondata,per
hapsroot le systemimages.

Whencreateda persistenblock device canbe
assignedan expiry date. If not actively renaved
by someoneén possessionf the key, the disk ex-
tentsthat make up the block device areliable to
be zeroedand re-allocatedon an LRU basisas
new block devicesarecreatedr existing onesex-
tended.

3.5.3 Data Transfer

Domainswhich have beengrantedaccesso alog-
ical block device are permittedto readandwrite
it directly throughthe hypervisor ratherthanre-
quiring domainOto mediateevery dataaccess.

In overview, we use the same style of
descriptotring that is usedfor network paclets.
Eachdomainhasonering that carriesoperation
requestgo the hypervisorand carriesthe results
back again. Three kinds of operationrequest
arepossible.Althoughthe actualcommunication
usesan asynchronousnessagepassingmodel,

they aremosteasilyunderstoodn termsof a pro-
ceduralinterfacein thatmanneithatthey couldbe
exposedby an abstractionlibrary within the do-
main The rst threeprocedureplacean opera-
tion on thedescriptorring andreturna handlefor
thatinvocation:

GuestOS block device requestmessages

handle = msg_bd_read(device, buffer,
blk _num, blk _cnt)
handle = msg_bd_write(device, buffer,

blk _num, blk _cnt)
msg_bd _barrier(device)

handle

The rst two of theseoperationsmsg_bd read
and msg.bd_write  request ordinary asyn-
chronousreadandwrite operationson the speci-
ed logicalblockdevice andatthespeci edrange
of real physical memory locations. Remember
thattheseproceduresrenot hypercalls;they op-
erateentirely within a domain,placingmessages
into a request-descriptaing sharedwith the hy-
pervisor

Theseoperationspermit contiguoustransfers
betweenblock devices and guestoperatingsys-
tems. With theseprimitives, it is alsopossibleto
supporimoreadwancedoperationsuchasscatter
gatheroperations.

The third operation, msg_bd _barrier , is
worthy of more detailed attention. We permit
the hypervisorto re-orderoperationsn block de-
vices,allowing it to performary of thesetof oper
ationsthathave beenrequesteaf it by ary of the
domains.Themsg bd _barrier  requestctsas
a synchronizatiorbarrier that a domaincan use
to constrainthe re-ordering. It requiresthat the
hypervisorcompletesservicingall of the opera-
tionsthatprecedehe barrierbeforecommencing
ary of the operationsthat follow it. This sup-
portsdomain-speci drade-ofsin theconsisteng
modelthey require.

The nal threemessageform counterpartof
thoseabove and indicateto the guestoperating
systemthe statusof the requestidenti ed by the
handle:

GuestOS block device responsemessages
msg_bd read _reply(handle)

msg-bd write _reply(handle)

msg_bd _barrier  _reply(handle)




As we have seen,the majority of block-desice

operationsare carried by theserequestsand re-

sponsesver a descriptorring. Aside from these
setsof messagepnly a single hypercallis nec-
essary Onceagain, this is usedto inform the hy-

pervisorwhenit shouldcheckfor new dataplaced
within thedescriptorring:

GuestOS block device data
transfer interface
bd _update()

3.5.4 DMA Transfers

Ratherthan copying datain and out of the hy-

pervisor we use page pinning to enableDMA

transferdirectly betweerthe physicaldevice and
the domains buffers. Disk read operationsare
straightforvard;thehypervisorjustneedgo know

which pageshave pendingDMA transfers,and
prevent the GuestOS from trying to give them
pagebackto the hypervisor or to usethem for

storing pagetables. Similarly, if a pageis to be
subjectof a disk write operation,it mustnot be
reallocated,otherwisethe new owner's contents
could be leaked. Note that unlike the caseof

network transmissionyve do not have to be con-
cernedaboutthesecurityimplicationsof adomain
updatinga pages contentsbetweeninitiating a
write andit beingperformed.

4 Preliminary Results

We have plansto performa thoroughanalysisof
Xen's performancecomparingGuestOSesrun-
ningover Xen againstthesameOSrunningonthe
barehardware. We will usea variety of different
work loads, including SPECCPU, SPECWEB
(using Apache),and micro-benchmarksuch as
Imbench. For comparisonwe alsointendto re-
peat the experimentswith Linux running over
VMWare, preferablyVMware ESX sener. We
hopeto showv that the performanceoverheadof
para-virtualizations negligible, andcertainlyless
thatthefull virtualizationaimedfor by VMWare.

The most mature GuestOS port we currently
have runningon Xenis Linux 2.4. Table4 shav
resultscomparingthe performanceof the SPEC
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CPUINT 2000suiterunningon xenolinux-2.4.20
on Xen vs. Linux-2.4.20running on the same
hardware (a dual processoi7 33MHz Pentium-il,
512MB). The main purposeof this benchmarks
to thoroughlyexerciseXen's memoryvirtualiza-
tion technique. We arrangedfor the benchmark
suite to be running in an NFS-mounteddirec-
tory, thusgiving Xen's network stacka work-out
too. Theresultsarevery encouraging- running
within Xenolinux,thebenchmarls overall perfor
mancedegradationis lessthan2%. We alsohave
initial resultsfrom running the Imbenchmicro-
benchmarksuite. Although thesepresentan ab-
solute worse-casescenario,most are in the 10-
20% overheadange.Giventhatno concertedef-
fort hasyet beenmadeto optimize eitherXen or
Xenolinux,we nd these gures very encourag-
ing. We will run experimentsto provide further
performanceesultsshortly.

5 Conclusion

We have presentedhedesignof the Xen Hypervi-
sorandXenoLinux,aguestOSwhichrunsontop
of it. The projectis ongoingandunderactive de-
velopmentby anenthusiastidteam. We will con-
tinueto improve theimplementatiorandto evolve
our design,with the aim of having our systemse-
lectedfor deploymenton the PlanetLaktestbed.
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