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Abstract

Thisreportdescribesthedesignof Xen,thehyper-
visor developedaspart of the XenoServer wide-
areacomputingproject. Xen enablesthe hard-
wareresourcesof a machineto bevirtualizedand
dynamicallypartitionedsuchas to allow multi-
ple different `guest' operatingsystemimagesto
berunsimultaneously.

Virtualizing the machinein this mannerpro-
vides �e xibility , allowing different users to
choosetheir preferred operating system (Win-
dows, Linux, NetBSD),and also enablesuseof
theplatformasatestbedfor operatingsystemsre-
search.Furthermore,Xen providessecureparti-
tioningbetweenthesè domains',andenablesbet-
ter resourceaccountingand QoS isolation than
canbe achieved within a conventionaloperating
system.We show thesebene�ts canbe achieved
atnegligible performancecost.

We outline the design of Xen's main sub-
systems,andtheinterfaceexportedto guestoper-
atingsystems.Initial performanceresultsarepre-
sentedfor ourmostmatureguestoperatingsystem
port, Linux 2.4. This reportcoversthe initial de-
signof Xen, leadingup to our �rst public release
which we planto make availablefor downloadin
April 2003.Furtherreportswill updatethedesign
asourwork progressesandpresenttheimplemen-
tationin moredetail.

1 Intr oduction

TheXenoServerproject[6] is buildingapublicin-
frastructurefor wide-areadistributedcomputing,
creatinga world in which XenoServer execution

platformsarescatteredacrosstheglobeandavail-
able for any memberof the public. This allows
usersto run programsat points throughoutthe
network to reducecommunicationlatency, avoid
network bottlenecksandminimize long-haulnet-
work charges.Also, it canbeusedto deploy large-
scaleexperimentalservices,andto provide a net-
work presencefor transiently-connectedmobile
devices.

Our approachis distinguishedfrom existing
work onmobileagents,executionplatforms,code
hostingandthelikeby two principles:

1. Tackling dif�cult problems at the same
time.
Acceptabledesignsfor execution environ-
ments,resourcemanagement,resourcedis-
covery, authentication, privacy, charging,
billing, paymentandauditingareall crucial
to the successof our platform asan infras-
tructureserviceopento andacceptedby the
public. Existingwork hastackledindividual
subsetsof theseproblems,but tensionsbe-
tweenthe issuesconcernedmeanthat solu-
tionspro�cient in somedimensionarelack-
ing in another.

2. No bravenewworld.
Ourplatformwill hostapplicationswrittenin
today's programminglanguagesagainstex-
isting APIs – and,we believe, thosewritten
with tomorrow's languagesandlibraries.We
donotwantto mandateaparticularcodedis-
tribution format or a particularmiddleware
toolkit for distributedprogramming.
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An important componentof the XenoServer
projectis to implementproof-of-conceptsystems
softwareonwhichtheothercomponents,andpub-
lic services,can safely be executed. This re-
port introducesone such system; the prototype
XenoServernodebasedon theXenhypervisor.

The hypervisor runs directly on server hard-
wareanddynamicallypartitionsit betweenanum-
ber of domains, eachof which hostsan instance
of a guestoperatingsystem. A singleXenoServer
may host a rangeof GuestOSesrunning at the
sametime; it may alsohostseveral independent
instancesof the sameGuestOS running in dif-
ferent domains,perhapson behalf of different
clients. The hypervisorprovidesjust enoughab-
stractionof the machineto allow effective iso-
lation and resourcemanagementbetweenthese
domains– the sameprinciple pioneeredin the
Nemesisand Exokernel researchoperatingsys-
tems.

Thestructureof thispaperis asfollows: Firstly,
to set the generalscene,we provide a high-level
architectureanddesignwhich identi�es theprin-
cipleswe areusingto build theXen-basedhyper-
visorandprototypeguestoperatingsystems.Sec-
ondly, to aid the porting of new guestoperating
systems,wedescribetheC-languageinterfaceex-
portedto domainsrunningon top of thehypervi-
sor. Finally, wedescribethecontrolinterfacesthat
thehypervisorexportsto enablehigher-level man-
agementsoftware to run asuser-modeprocesses
in aprivilegedcontroldomain.

In acompanionpaperweintroducehigher-level
aspectsof the system;how XenoServers adver-
tise their facilities to clients,how clientsidentify
XenoServers to host their tasksandhow the we
supporta diverserangeof billing and charging
policies[3].

2 Overall SystemAr chitecture

Figure1 presentsthearchitectureof aXenoServer
node basedon the Xen hypervisor. As illus-
trated,we essentiallytake a virtual machineap-
proachaspioneeredby IBM VM/370 [7]. How-
ever, unlike VM/370 or morerecentefforts such
as VMWare [8] and Virtual PC [2], we do not
attempt to completelyvirtualize the underlying
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Figure1: Thestructureof a XenoServer basedon
theXen hypervisor, hostinga numberof different
guestoperatingsystems.

hardware. Insteadwe adaptsomeparts of the
hostedguestoperatingsystemsto work with our
hypervisor; the operatingsystemis effectively
portedto a new target architecture,typically re-
quiring changesin just the machine-dependent
code. The user-level API is unchanged,thusex-
isting binariesandoperatingsystemdistributions
canwork unmodi�ed.

This approach has been dubbed “para-
virtualization” by the Denali project teamat U.
Washington[10], and provides bene�ts in terms
of bothperformanceandeaseof implementation.
This returnsagain to many of the observations
madeduringtheNemesisandExokernelprojects;
it is extremely dif�cult to fully-virtualize the
existing abstractionsof PC hardware. In any
case,this lets GuestOSesmake betterinformed
decisions– for instance,not fully virtualizing
memoryletsusavoid double-paging.

As shown in the �gure, the hypervisor layer
serves to virtualize resourcesand securelymul-
tiplex accessfrom a setof overlying virtual ma-
chines.Within thesinglehost,therearenow two
levelsof interfaceto a givenresource:at thebot-
tomlevel is theraw physicalinterfacebetweenthe
hypervisorand the device, and above this is the
virtualized interfacethat is presentedto the vir-
tual machines. Theseinterfaces,althoughsimi-
lar, neednotbeidentical;by makingtheexistence
of thehypervisornon-transparentit is possibleto
provideadditionalservicessuchasschedulingand
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�ltering to individual virtual machines.
In additionto exportingvirtualizedinstancesof

theCPU,memory, network andblock storagede-
vices,Xen exposesa control interfaceto sethow
theseresourcesare sharedbetweenthe running
domains. The control interfaceis privilegedand
may only by accessedby one particular virtual
machine:domain0. Thisdomainis arequiredpart
of any Xen-basedXenoServer andrunstheappli-
cationsoftwarethatmanagesthecontrol-planeas-
pectsof the platform – moredetailsaboutthese
functions are available in the companiondocu-
ment[3].

Even in termsof a single machine,thereare
goodreasonsto keepthe control softwarein do-
main0distinct from thehypervisoritself. In par-
ticular, it allows us to betterseparatethe notions
of mechanismandpolicywithin thesystem:while
the hypervisormustbe involved in data-pathas-
pects(e.g.sharingtheCPUbetweendomains,�l-
teringnetwork packetsbeforetransmission,or en-
forcing accesscontrolwhenreadingdatablocks),
thereis no needfor it to be involved in, or even
awareof, higherlevel issues(e.g.how theCPUis
to be shared,or which kinds of packet eachdo-
mainmaytransmit).

3 DetailedDesign

In this section we introduce the design of the
major subsystemsthat make up a Xen-based
XenoServer. Ratherthandealsolelywith thehy-
pervisor, we presentboth hypervisorand Guest
OS functionality for eachcase. This is for clar-
ity of expositionaswell asa re�ecting accurately
our co-designprinciples;thehypervisoris no use
by itself.

The currentdiscussionof GuestOSesfocuses
on our para-virtualizedlinux system,XenoLinux.
Work is also underway building Guest OSes
basedon NetBSD(XenoBSD) andWindows XP
(XenoXP). Referencewill bemadeto thesecom-
ponentswhererelevant.

After describingthe modesof communication
betweenthe hypervisor and domains, we will
tackle timers, the CPU and schedulingin Sec-
tion 3.2,physicalmemoryin Section3.3,network
devices in Section3.4 andblock devices in Sec-

tion 3.5.

3.1 Interaction Between the Hypervisor
and Domains

In general,domainsrun over the hypervisor in
muchthe sameway asprocessesrun over an or-
dinary operatingsystem;they aresuspendedand
resumedtransparentlyandmay only invoke ser-
vicesfrom thehypervisorover a numberof spec-
i�ed interfaces.By analogywith ordinarysystem
calls,we termthese“hypercalls”andweshallsee
examplesof hypercall-basedinterfacesfor various
devicesin thesubsequentsections.

Communicationfrom the hypervisor to a do-
main takes the form of “events” which standin
placeof theusualdeliverymechanismsfor device
interruptsor processorexceptions.As with tradi-
tionalUnix signals,thereareonly asmallnumber
of events,eachactingasa �ag indicatingapartic-
ularkind of occurrence.For instance,weshallsee
eventsusedto indicatethatnew datahasbeenre-
ceivedover thenetwork, or thatdiskreadrequests
havebeencompleted.

As wehavesaid,communicationbetweenado-
main andthe Hypervisoris similar to a standard
systemcall interface,providing a small number
of entry pointsfor a GuestOS.However, careis
taken that thesecalls do not block, and should
beinterpretedmorelikeanoti�cation mechanism
thana full-blown systemcall interface. We shall
see this distinction most clearly in Section3.5
whenwe discussthe way in which local storage
is madeavailableto domains.

With theinterfacesbetweentheHypervisorand
the GuestOSesbeingonly usedfor noti�cations
the Hypervisor is completelyasynchronoussig-
ni�cantly simplifying its designandimplementa-
tion.

Xen is entirelyevent-drivenandrequiresno in-
ternalthreadsor processesfor its own operation.
It requiresno dynamicmemoryallocationduring
normaloperation.Somecontrol-planeoperations
suchasdomaincreationandthe insertionof new
network �ltering rulesdo requirenew memoryto
beallocated,but suchoperationscanbeabortedif
thememoryallocationfails.

As a result of this simple structure, Xen is
small,currentlylessthan42klinesof codeexclud-
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ing diskandnetwork hardwaredevicedrivers.We
hopethat this will permit extensive codereview
andperhapseven applicationof formal methods
to resultin astableandsecurehypervisor.

3.2 Virtualizing Time and the CPU

Virtualizing the CPU involvesproviding abstrac-
tions for time andinterruptsaswell asproviding
a mechanismfor sharingthe CPU betweendo-
mains.This is not verydifferentto whata normal
operatingsystemwouldprovide.

3.2.1 Time

Guestoperatingsystemsneedto be awareof the
passageof real time andtheir own “virtual time”,
i.e., the time they have beenexecuting. Further-
more, a notion of time is requiredin the hyper-
visor itself for schedulingand the activities that
relateto it. To this end, the hypervisorprovides
thefollowing notionsof time:

Cyclecounter time provides the �nest-grained,
free-runningtimereference,with theapprox-
imate frequency being publicly accessible.
Thecycle countertime is usedto accurately
extrapolatethe other time references. On
SMP machinesit is currently assumedthat
cycle countertime is synchronisedbetween
CPUs(thecurrentx86-basedimplementation
achieves this within inter-CPU communica-
tion latenciescourtesyof the Linux initiali-
sationcode).

Systemtime is a 64-bit value containing the
nanosecondselapsedsinceboottime. Unlike
cycle countertime, systemtime accurately
re�ects thepassageof realtime, i.e., it is ad-
justedseveral timesa secondfor timer drift.
This is doneby running an NTP client [4]
in domain0on behalfof the machine,feed-
ing updatesto the hypervisor. Intermediate
valuescan be extrapolatedusing the cycle
counter. Providing theseNTP-adjustedval-
uesthroughthe hypervisorallows us to use
a single NTP client per machineinsteadof
performingtimesynchronisationin everydo-
main.

Wall clock time is theactual“time of day” Unix
stylestruct timeval (i.e., secondsand
microsecondssince1 January1970,adjusted
by leapsecondsetc.). Again, anNTP client
hostedby domain0can help maintain this
value. To GuestOSesthis valuewill be re-
ported insteadof the hardware RTC clock
valueandthey canusethe systemtime and
cycle countertimesto startandremainper-
fectly in time.

Domain virtual time progressesat the same
paceascycle countertime, but only while a
domainis executing. It stopswhile the do-
mainis de-scheduled.Thereforetheshareof
the CPU that a domainreceivesis indicated
by the rateat which its domainvirtual time
increases,relative to the rateat which cycle
countertimedoesso.

3.2.2 Timers

Thehypervisorincludesa timer facility which al-
lowsit to executefunctionswhenaparticulartime
is reached.Thismaybeusedby Xen'sown device
driversandby thescheduler(seebelow).

The hypervisor provides Guest OSeswith a
limited interface to thesetimers. Each domain
receivesa pair of alarmtimers; oneoperatingin
domain-virtualtime andtheotherin systemtime.
The GuestOSesareexpectedto build their own
timer infrastructure(e.g. priority queue)above
these.Thedomainvirtual alarmtimercanbeused
for schedulingwithin theGuestOSwhile all other
componentsof theGuestOSarelikely to usethe
systemtimealarmtimer. Wewill returnto thede-
tails of the timer interfacefor GuestOSeswhen
describingthescheduler.

3.2.3 Virtualizing Interrupts

Interrupts are virtualized by mapping them to
events,whicharedeliveredasynchronouslyto the
targetdomain.A GuestOScanmaptheseevents
onto its standardinterruptdispatchmechanisms,
suchas using a simple vectoringscheme. Each
physical interruptsourcecontrolledby thehyper-
visor, including network devices, disks, or the
timersubsystem,is responsiblefor identifyingthe
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target for an incoming interrupt and sendingan
eventto thatdomain.

This demultiplexing mechanismalso provides
a device-speci�cmechanismfor eventcoalescing
or hold-off. For example,aGuestOSmayrequest
to only actually receive an event after n packets
arequeuedreadyfor delivery to it, or t nanosec-
ondsafter the �rst packet arrived (which ever is
true �rst). This allows us to addresslatency and
throughputrequirementsonadomain-speci�cba-
sis (aswe did with �o w-awareinterruptdispatch
in theArseNICGigabitEthernetinterface[5]).

3.2.4 Scheduling

Schedulingcomprisestwo setsof interfaces.An
internalinterfacethroughwhichadomaincanno-
tify theschedulerof its intentionsandaninterface
throughwhichschedulingparameterscanbespec-
i�ed.

The internal interface to the schedulerand
timersprovides the following operationsto each
domain:

GuestOSschedulerinterface
sched halt()
sched timer(time)
sched vtimer(vtime)

Throughthesched halt() operationadomain
relinquishestheCPU.GuestOSesareexpectedto
call thisfunctionwhenidle, i.e.,insteadof execut-
ing an idle loop or, on x86, the hlt instruction.
Halteddomainsarewokenup again whenreceiv-
ing an event, e.g.,througha virtualizedinterrupt
causedby an arriving network packet. Domains
canalsorequestto besenta timer eventat a spe-
ci�c systemtime (using the sched timer() )
operation, thus de�ning a timeout value when
halting.

While a domain is running on a CPU
it can also request to receive timer events
at speci�ed domain-virtual times using the
sched vtimer() operation. A GuestOS can
usethesetimer events to scheduleits processes
when active. The hypervisor is responsiblefor
managingthe timersoperatingin domain-virtual
time when schedulingand de-schedulinga do-
main, i.e., it hasto translatedomain-virtualtime
into systemtime.

This very simple schedulerinterface, essen-
tially thesched halt() operationin combina-
tion with event delivery andthe timersoperating
in systemtime and domain-virtualtime, is suf-
�cient to build both a variety of schedulingal-
gorithmsin the hypervisoraswell assupporting
schedulingwithin GuestOSes. To improve the
performanceof the latter, we might in future ex-
tendtheinterfaceto includescheduleractivations
[1].

Underneaththeschedulerinterface,we areex-
perimentingwith anumberof differentscheduling
algorithms.For example,usingNemesis'atropos
schedulerto provide soft-realtime absolutepro-
cessorshares,andtimewarpto sharetheCPUin a
weighedproportionally-fair fashion. The param-
etersfor the schedulingalgorithmarecontrolled
via domain0.

There are two further aspectsof the design
which we muststill re�ne in moredetail,namely,
how to deal with schedulinglatency, especially
with respectto thevirtualizedinterruptmodelde-
scribedabove, and improved schedulingof do-
mainson SMP or SMT systems. Xen supports
bothSMT andSMPhosts,but currentlyeachdo-
main canrun on only oneprocessorat any time
(GuestOSesarecurrentlyuni-processor).Wewill
reporton our efforts to addresstheseissuesin a
futurepaper.

3.3 Virtualizing PhysicalMemory

Thehypervisoris responsiblefor providing mem-
ory for eachof thedomainsrunningover it. How-
ever, the Xen hypervisor's duty is restrictedto
managingphysical memoryandto policing page
table updates. All other memory management
functionsarehandledexternally. Start-of-dayis-
suessuch as building initial page tables for a
domain, loading its kernel imageand so on are
doneby thedomainbuilder runningin user-space
within domain0. Pagingto disk andswappingis
handledby GuestOSesthemselves, if they need
it. Thisapproachkeepsthehypervisorlightweight
while keepingthesystem�e xible.

Many of the design decisionsfor the mem-
ory managementsubsystemwere in�uenced by
thechoiceof hardwarearchitecturefor the initial
XenoServer platform: the x86. It is worth bear-
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ing in mind thattheexistenceof certain`modern'
CPU features,suchasa software-managedTLB,
would make memoryvirtualisationeven simpler
andmoreef�cient.

Thex86processorsuseacomplex hybrid mem-
ory managementschemethat combinespaging
and segmentation. Virtual addressespresented
by instructionsidentify a segmentand an offset
within that segment. Segmentsaremapped�rst
to a linear addressspacewhich is translated,via
pagetables,to thephysicaladdressspace.Rather
than just distinguishinguser-mode and kernel-
modeexecution,therearefour rings, rangingfrom
0 (themostprivileged)to 3 (the least).Segments
canbe madeaccessibleon a per-ring basisanda
particularareain the linearaddressspaceis only
accessibleif it is coveredby an accessibleseg-
ment.Within that,pagesthemselvescanbemade
accessibleeitherto all rings,or only to rings0-2.
In anordinaryOS,eachprocesshasits own linear
addressspace,andthe OS runsin ring 0 andap-
plicationsin ring 3. Segmentation,in thatcase,is
effectively unusedwith eachsegmentcompletely
overlapping,startingat the bottom of the linear
addressspaceand extending completely to the
top.

On a Xen-basedXenoServer, thehypervisorit-
selfrunsin ring 0. It hasfull accessto thephysical
memoryavailablein thesystemandis responsible
for allocatingportionsof it to thedomains.Guest
OSesare left to run in anduserings 1, 2 and3
asthey see�t, asidefrom the fact thatsegmenta-
tion is usedto preventtheGuestOSfrom access-
ing a portion of the linear addressspacethat is
reservedfor useby thehypervisor. This approach
enablestransitionsbetweenGuestOSandhyper-
visor without �ushing the TLB, which is critical
for performance.WeexpectmostGuestOSeswill
usering 1 for theirown operationandplaceappli-
cations(if they supportsuchanotion)in ring 3.

3.3.1 PhysicalMemory Allocation

Thehypervisorreservesa (small) �x edportionof
physical memoryat systemboot time. This spe-
cial memoryregion is locatedat thebeginningof
physical memoryand is mappedto the very top
of every virtual addressspace.Exceptwhenop-
eratingin the hypervisor, i.e. in ring 0, segmen-

tation is usedto prevent accessto this region. It
thereforeremainsmapped(but notnecessarilyac-
cessible)at all times– an analogousapproachto
how standardLinux mapskernelmemoryat high
virtual addresses.

Any physical memorythat is not useddirectly
by the hypervisor is divided into pagesand is
available for allocationto domains. The hyper-
visor trackswhichpagesarefreeandwhichpages
have beenallocatedto eachdomain.Whena new
domain is being initialized, the hypervisorallo-
catesit pagesdrawn fromthefreelist. Theamount
of memoryrequiredby thenew domainis passed
to hypervisorasoneof theparametersfor new do-
maininitializationby thedomainbuilder.

Domainscannever be allocatedfurther mem-
ory beyondthatwhich wasrequestedfor themon
initialization. However, adomaincanreturnpages
to the hypervisorif it discovers that its memory
requirementshave reduced. Pagesmight be re-
turnedto thehypervisorin severalsituations:

� Thedomainmayhave enteredan idle phase
andwishesto releaseunneededresourcesto
avoid incurring charges for their continued
use.

� The domain needsa new zeroedpagebut
the pages already allocated to it contain
potentially-usefulnon-dirty data. Insteadof
swappingoneof thosepagesout to disk, the
domaincanreturnit to thehypervisorin ex-
changefor a freshone.

� Oncea domainhasterminatedall its pages
arereturnedto the free list andareavailable
for furtherallocationby thehypervisor.

The advantageof returninga pageto hypervi-
sor during executionis that the hypervisormight
be ableto returnthe very samepagebackto do-
main at a subsequenttime. This is possibleonly
in caseswherethe systemis not underpressure
for memoryandthusthepagein questionhasnot
beenreallocatedby the hypervisor betweenthe
domainreturningandreclaimingit. We call this
featurethelastchancecacheandpagelaundering
respectively.

We are currently evaluating whether to pro-
videread-onlypagesharingbetweendomains(the
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GuestOS would copy-on-write). If multiple do-
mainsareareexecutingor accessingthesame�les
from a shared�le system(running in domain0),
thismechanismcouldprovide reducedtotalphys-
ical memoryfootprint. The extent of the bene�t
providedby suchamechanismis underreview.

3.3.2 PageTableUpdates

In additionto managingphysicalmemoryalloca-
tion, thehypervisorisalsoin chargeof performing
pagetableupdatesonbehalfof thedomains.This
is neccessaryto preventdomainsfrom addingar-
bitrary mappingsto their pagetables– for intro-
ducingmappingsto oneanothers'pages.Two op-
erationsareexported:

GuestOSpagetable update interface
pt set pagetable(addr)
pt update(list of requests)

The �rst operation informs the hypervisor to
switch the domainto usethe pagetableslocated
at the speci�ed address(of course,it must en-
suresuitablecontinuity of executionacrossthis
call). If this is a new pagetable, not seenbe-
fore, thenthehypervisormustvalidatethewhole
pagetablestructurereachablefrom the speci�ed
address,andrevoke any mechanismsthat thedo-
mainmayhave to write directly to thepagescon-
taining the proposedpagetable(thusensuringit
remainsvalid).

The hypervisor allows incrementalupdateto
page tables via the pt update operation. It
takes a vector of proposedupdatesand applies
them in a batch. This batching amortizesthe
costof makingthehypercallandexploits thefact
that many GuestOS, including XenoLinux, pro-
videexplicit “�ush” operationsthatindicatewhen
pagetable updatesmust becomevisible to pre-
serveconsistency.

3.3.3 Pseudo-PhysicalMemory

The usual problem of external fragmentation
meansthata domainis unlikely to receive a con-
tiguous stretchof physical memory. However,
mostGuestOSesdo not have built-in supportfor
operatingin a fragmentedphysicaladdressspace
e.g. Linux hasto have a one-to-onemappingfor

its physicalmemory. Thereforeanotionof pseudo
physicalmemoryis introduced.Oncea domainis
allocatedanumberof pages,at its startof theday,
one of the �rst things it needsto do is to build
its own real physical to pseudophysical map-
ping. From that momentonwardspseudophys-
ical addressesare usedinsteadof discontiguous
realphysicaladresses.Thus,therestof theGuest
OScodehasanimpressionof operatingin a con-
tiguousadressspace.GuestOS pagetablesstill
containreal physicaladdresses.Mappingpseudo
physicalto real physicaladdressesis neededon
pagetableupdatesandalsoon remappingmem-
ory regionswithin theGuestOS.

ThedecisiontodothemappinginsidetheGuest
OS andnot by the hypervisorwasmadefor two
mainreasons:

� To keepthehypervisorcodeasthin aspossi-
ble,and

� Different GuestOSesmay prefer the map-
ping donein differentways to suit their ar-
chitecture.Somemight not evenwant to do
the mappingand might be happy to live in
fragmentedmemoryregion.

Apart from enablingthe allocationof discon-
tiguousmemoryregionsthe pseudophysicalap-
proachaids domain migration – either between
machinesby pickling and unpickling an entire
runningdomain,or simply betweendifferent lo-
cationswithin asinglemachine'sphysicaladdress
space(for example,to performbalancingwithin a
ccNUMA machine).

3.4 Virtualizing Network Access

Sincethe hypervisormustmultiplex network re-
sources,its network subsystemmaybeviewedas
avirtual network switchingelementwith eachdo-
main having one or more virtual network inter-
facesattachedto thisnetwork.

The conceptuallysimplest hypervisor design
would act asa link-layer hub, forwardingall in-
boundtraf�c to all GuestOSesandrelayingout-
bound traf�c to the “real” network. In prac-
tice, however, this is undesirabledueto concerns
about:
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� security: any domaincan snoopall traf�c,
and

� performance:additionalcopies(or compli-
catedmeansof avoiding them)would bere-
quired.

Insteadwe chooseto make the hypervisoract
conceptuallyasanIP router, forwardingeachdo-
main's traf�c accordingto a setof rules. Theuse
of ageneralpacketclassi�er insidethehypervisor
allows additionalservicesto be provided, aswe
shallseein Section3.4.1.

As the vast majority of traf�c is likely be
TCP/IP-based,thereis an understandablebene�t
in abstractingat the IP level. However, a limita-
tion of this approachis that it doesnot account
for non-IP(andnon-ARP)traf�c. Someapplica-
tions which usealternative protocolsmight pre-
fer a link-layer hub modelwhich doesnot mod-
ify Ethernetframesbeforethey areforwarded.If
thisbecomesamajorrequirementthenourdesign
can accommodatea hybrid hub/router;however
for the presentwe rule this out of scope.Exper-
imental protocolsmay still be usedvia overlays
(e.g.IP on IP).

3.4.1 Hypervisor Packet Handling

As describedearlier, the hypervisor is responsi-
ble primarily for data-pathoperations.In terms
of networkingthismeanspacket transmissionand
reception,whichwenow considerin turn.

On thetransmissionside,thehypervisorneeds
to performtwo key actions:

� Validation. A domain is only allowed to
emit packets matchinga certain speci�ca-
tion; for example,onesin which the source
IP addressmatchesoneassignedto the vir-
tual interface over which it is sent. The
hypervisor is responsiblefor ensuringany
suchrequirementsaremet,eitherby check-
ing or by stampingoutgoing packets with
prescribedvaluesfor certain�elds.

� Scheduling. Sincea numberof domainscan
sharea single “real” network interface, the
hypervisormustmediateaccesswhenseveral
domainseachhavepacketsqueuedfor trans-
mission. Of course,this generalschedul-
ing functionsubsumesbasicshapingor rate-
limiting schemes.

� Logging and Accounting. The hypervisor
can be con�gured with classi�er rules that
controlhow packetsareaccountedor logged.
For example,domain0could requestthat it
receivesa log messageor copy of thepacket
whenever anotherdomainattemptsto senda
TCPpacket containingaSYN.

On thereceiveside,thehypervisor's role is rel-
atively straightforward: onceapacket is received,
it needsto determinethe virtual interface(s)to
which it mustbedelivered.Currently, thepacket
is copiedto deliver it to theGuestOS. In the fu-
ture, we intendto usea page-�ipping schemeto
eliminate the copy, trading the pagecontaining
the received packet for onefrom the GuestOSes
free buffer ring. This shouldresult in improved
network performanceat theexpenseof increased
memory requirementsdue to allocating one re-
ceive buffer a page. If a smartNIC suchasAr-
seNIC[5] is used,the packet could be delivered
directly into theGuestOSreceive buffer without
needfor copying or memorymanagementtricks.

An appealingdesignapproachis to abstractthe
demultiplexing task into a genericpacket classi-
�cation and trigger model. This allows a clean
implementationof thereceivepath(seeFigure3).
In addition to trivially supportinge.g. multicast,
the useof other triggersallows fast forwarding,
user-speci�ed�re walling, simplepacketrewriting
and even clever denial-of-service(DoS) preven-
tion techniques.
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Hypervisor RX Packet Path

Packet may be delivered along 
a fast path directly to a target 
guest(s?) possibly triggering 
immediate interrupt.

Packet classifier examines 
packet header to match 
appropriate action rule(s?)

Ethernet driver receives 
packet into skbuff.

Events generated relating to 
packet delivery (also described 
by rules) delivered to interested
guests.

Forwarding module may make 
small changes to packet (ie
readdressing) and forward to TX 
queue.

Figure3: Rule-BasedPacketRecievePath

For example,a setof threerulesmight beused
to implementa simplepacket symmetryscheme
to preventa domainfrom performingmany kinds
of DoSattacksagainstremotehosts.

� Rule 1: If this inboundpacket is for domain
n, incrementRX count[n].

� Rule 2: If this outboundpacket is from do-
mainn, incrementTX count[n].

� Rule 3: If TX count / RX count >
maxsendratio, generate a symmetryviola-
tion eventfor domain0.

This set of rules allows a servicerunning on
domain0to wait for events to arrive describing
alarmconditions,suchas thesesymmetryviola-
tions, andthentake actionaccordingly. Updates
to the classi�cation table are initiated by pass-
ing similar eventstructuresdown from theGuest
OSes.This allows a commonevent-basedappli-
cationmodel to easilybuild simplepolicy at the
GuestOSlayer.

3.4.2 Data Transfer

For network devices,actualdatatransferbetween
domains and the hypervisor uses very similar
techniquesto thoseof Nemesisor the ArseNIC
gigabitEthernetinterface[5].

Unsurprisingly, the generalschememuch re-
semblesthat of a user-level network interface.
Eachvirtual interfaceusestwo “descriptorrings”,

onefor transmit,the other for receive. Eachde-
scriptor identi�es a block of contiguousphysical
memoryallocatedto the domain. Therearefour
cases:

� Thetransmitring carriespacketsto transmit
from thedomainto thehypervisor.

� The return path of the transmitring carries
“empty” descriptorsindicatingthat the con-
tentshave beentransmittedandthememory
canbere-used.

� The receive ring carriesempty descriptors
from thedomainto thehypervisor;thesepro-
videstoragespacefor thatdomain's received
packets.

� The return path of the receive ring carries
packetsthathavebeenreceived.

Real physical addressesare usedthroughout,
with the domain performing translation from
pseudo-physicaladdressesif thatis necessary.

This schemeavoids the hypervisor from hav-
ing to perform buffer managementon behalf of
domains– if a domaindoesnot keepits receive
ring stockedwith emptybuffersthenpacketsdes-
tined to it maybedropped.It providessomede-
fenseagainst receive-livelock problemsbecause
an overloadeddomainwill ceaseto receive fur-
ther data. Similarly, on the transmitpath,it pro-
videstheapplicationwith feedbackon therateat
which its packetsareableto leave thesystem.

Synchronizationbetweenthe hypervisor and
the domain is achieved using countersheld in
sharedmemorythat is accessibleto both. Each
ring has associatedproducerand consumerin-
dices indicating the area in the ring that holds
descriptorsthat containdata. After receiving n
packetsor t nanosecondsafter receiving the �rst
packet, the hypervisorsendsan event to the do-
main. A singlehypercallis neededto allow a do-
mainto “kick” thehypervisorwhenit causessuch
a transitiononeitherof thedownwardpaths:

GuestOSnetwork data transfer interface
net update()
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3.4.3 Additional Considerations

Thereareanumberof furtherservicesthatmaybe
desirableto providewithin thehypervisor:

� Addr essTranslation. By performingnet-
work addresstranslation(NAT) andport for-
warding, many domainsmay sharea com-
monexternalIP address.

� Traf�c Logging. Detailsregardingconnec-
tionsmaybe loggedto allow forensicaudit-
ing in the caseof a speci�c domainacting
maliciously.

� Packet Snif�ng . In order to perform net-
work analysis,theclassi�er canbecon�gure
with rulesto causecertainpacketsto bedu-
plicatedanddeliveredto multipledomains.

Furtherdiscussionabouttheseandotherpoten-
tial featuresmaybefoundin ourdesignnote[9].

3.5 Accessto Block Devices

As we introduced in Figure 1, the hypervisor
implementsthe actualdevice drivers for speci�c
piecesof hardwareandthenexposesvirtual inter-
facesto GuestOSes.This modelis followed for
IDE and SCSI drives, as it was for network de-
vices.

As before,however, we arefacedwith a num-
ber of choicesin termsof the level at which the
underlyingblock device is exposedto particular
domainsandthe kinds of sharingwhich we per-
mit to occur. For instance,shouldtheinterfaceto
local storageoperateat the level of �le accesses
within a particularkind of �le system?Alterna-
tively, shouldthe hypervisorprovide “raw” disk
accessto completephysicaldisks?

3.5.1 Control Interfaces

The approachwe have taken is a pragmaticbal-
ancebetweentheseextremes;thehypervisorpro-
vides domains with the abstractionof logical
block devicesbuilt from extentsdrawn from the
physical disks �tted to the system. Eachextent
in the list is given asa tuple specifyinga physi-
cal drive,offsetwithin it, extent-lengthanda �ag

indicatingwhetherread/writeor read-onlyaccess
is to be granted. A control interfaceis provided
to domain0to con�gure logical block deviceson
behalfof domains;thehypervisoris only respon-
sible for the data-pathprotectionand translation
of requests:

Domain0block device interface
bd device update (dom, devn, extent list)

Domain0hascompleteread/writeaccessto their
entirecontents,includingpartitiontables,bootin-
formationandso on. It will typically be con�g-
ured to useone of the partitionsas its root �le
system. Otherpartitionsmay be marked astype
“XenoDisk”. Thesewill bedividedup into �x ed-
length extents (currently 100MB chunks), and
available for domain0to constructlogical block
devicesfrom, asnecessary.

In a typical installation,domain0will usesome
extentsto hold a shared�le systemthat it exports
to otherdomainsvia a local NFSor SMB server.
Thisprovidesdomainswith ahigh-level �le-based
read/writeinterface.In thefuture,a sharedmem-
ory block transfermechanismwill augmentthe
NFS server for improved ef�ciency whenservic-
ing GuestOS�le requests.Thememorymanage-
mentsystemwill thusenablepagesthatarein use
by morethanonedomainto be sharedread-only
(copy-on-write)betweendomains.

Rather than only exporting a local �le sys-
temvia this mechanism,we expectdomain0will
wish to provide domainswith accessto otherdis-
tributed�le systems,suchasCoda,Tapestry, Ivy,
orourownXenoStore.In whichcase,it will likely
usesomeof the local disk extents to provide a
persistentsharedcacheof recentlyaccessed�les.
With theshared-memoryblock transportin place,
this couldprovide anef�cient meansof allowing
GuestOSesto retrieve �les that arelikely to ex-
hibit a high degreeof sharing,suchas common
systemandapplicationbinaries.

Insteadof using the �le-le vel interface,some
domainswill chooseto askdomain0to construct
a logical block device for them. For example,a
domainmight askthata new block device becre-
atedsuchthatit mayperformpaging(swaping)to
it. Doing so will provide the domainwith high-
performancedisk access,bypassingthe �le-le vel
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sharedcachewhich couldprovide no bene�t any-
way.

Similarly, a domaincouldrequestcreationof a
new block device, build a �le systemon it, and
populateit with importantapplicationdatathat it
needsto accesswith predictableperformance,and
thuscouldnot rely on thedistributed�le system.

3.5.2 Persistentblock devices

Whencreated,block devicesarereserved for the
client's exclusive useduringtheperiodtheGuest
OS is runningon the server. However, we wish
to provide theoptionof persistentstorage,allow-
ing a client to reclaima block device previously
createdby anotherGuestOS.

Upon creation, logical block device are as-
signed a pair of large sparseidenti�ers which
serveasaccesskeys. Oneidenti�er providesread-
write access,the other read-only. When asking
domain0to constructit a logical block device, a
domain in possessionof a key can use it to re-
questaspeci�c pre-existingblockdevicecontain-
ing known data,perhapsencryptedfor additional
security. ThismechanismalsoallowsGuestOSto
performread-onlysharingof commondata,per-
hapsroot �le systemimages.

Whencreated,a persistentblock device canbe
assignedan expiry date. If not actively renewed
by someonein possessionof thekey, thedisk ex-
tentsthat make up the block device are liable to
be zeroedand re-allocatedon an LRU basisas
new blockdevicesarecreatedor existingonesex-
tended.

3.5.3 Data Transfer

Domainswhichhavebeengrantedaccessto alog-
ical block device arepermittedto readandwrite
it directly throughthe hypervisor, ratherthanre-
quiringdomain0to mediateeverydataaccess.

In overview, we use the same style of
descriptor-ring that is usedfor network packets.
Eachdomainhasone ring that carriesoperation
requeststo the hypervisorandcarriesthe results
back again. Three kinds of operationrequest
arepossible.Althoughtheactualcommunication
usesan asynchronousmessagepassingmodel,

they aremosteasilyunderstoodin termsof a pro-
ceduralinterfacein thatmannerthatthey couldbe
exposedby an abstractionlibrary within the do-
main. The �rst threeproceduresplacean opera-
tion on thedescriptorring andreturna handlefor
thatinvocation:

GuestOSblock device requestmessages
handle = msg bd read(device, buffer,

blk num, blk cnt)
handle = msg bd write(device, buffer,

blk num, blk cnt)
handle = msg bd barrier(device)

The �rst two of theseoperations,msg bd read
and msg bd write request ordinary asyn-
chronousreadandwrite operationson the speci-
�ed logicalblockdeviceandatthespeci�edrange
of real physical memory locations. Remember
that theseproceduresarenot hypercalls;they op-
erateentirely within a domain,placingmessages
into a request-descriptorring sharedwith thehy-
pervisor.

Theseoperationspermit contiguoustransfers
betweenblock devices and guestoperatingsys-
tems. With theseprimitives,it is alsopossibleto
supportmoreadvancedoperationssuchasscatter-
gatheroperations.

The third operation, msg bd barrier , is
worthy of more detailedattention. We permit
thehypervisorto re-orderoperationsonblockde-
vices,allowing it to performany of thesetof oper-
ationsthathave beenrequestedof it by any of the
domains.Themsg bd barrier requestactsas
a synchronizationbarrier that a domaincan use
to constrainthe re-ordering. It requiresthat the
hypervisorcompletesservicingall of the opera-
tions thatprecedethebarrierbeforecommencing
any of the operationsthat follow it. This sup-
portsdomain-speci�ctrade-offs in theconsistency
modelthey require.

The �nal threemessagesform counterpartsof
thoseabove and indicate to the guestoperating
systemthe statusof the requestidenti�ed by the
handle:

GuestOSblock device responsemessages
msg bd read reply(handle)
msg bd write reply(handle)
msg bd barrier reply(handle)
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As we have seen,the majority of block-device
operationsare carriedby theserequestsand re-
sponsesover a descriptorring. Aside from these
setsof messages,only a singlehypercall is nec-
essary. Onceagain, this is usedto inform thehy-
pervisorwhenit shouldcheckfor new dataplaced
within thedescriptorring:

GuestOSblock devicedata
transfer interface
bd update()

3.5.4 DMA Transfers

Ratherthan copying data in and out of the hy-
pervisor, we use pagepinning to enableDMA
transfersdirectlybetweenthephysicaldeviceand
the domain's buffers. Disk read operationsare
straightforward;thehypervisorjustneedsto know
which pageshave pendingDMA transfers,and
prevent the GuestOS from trying to give them
pageback to the hypervisor, or to usethem for
storingpagetables. Similarly, if a pageis to be
subjectof a disk write operation,it mustnot be
reallocated,otherwisethe new owner's contents
could be leaked. Note that unlike the caseof
network transmission,we do not have to be con-
cernedaboutthesecurityimplicationsof adomain
updatinga page's contentsbetweeninitiating a
write andit beingperformed.

4 Preliminary Results

We have plansto performa thoroughanalysisof
Xen's performance,comparingGuestOSesrun-
ningoverXenagainstthesameOSrunningonthe
barehardware. We will usea varietyof different
work loads, including SPECCPU, SPECWEB
(using Apache),and micro-benchmarkssuchas
lmbench. For comparison,we also intend to re-
peat the experimentswith Linux running over
VMWare, preferablyVMware ESX server. We
hopeto show that the performanceoverheadof
para-virtualizationis negligible, andcertainlyless
thatthefull virtualizationaimedfor by VMWare.

The most matureGuestOS port we currently
have runningon Xen is Linux 2.4. Table4 show
resultscomparingthe performanceof the SPEC

CPUINT 2000suiterunningonxenolinux-2.4.20
on Xen vs. Linux-2.4.20 running on the same
hardware(a dualprocessor733MHzPentium-III,
512MB). Themainpurposeof this benchmarkis
to thoroughlyexerciseXen's memoryvirtualiza-
tion technique. We arrangedfor the benchmark
suite to be running in an NFS-mounteddirec-
tory, thusgiving Xen's network stacka work-out
too. The resultsarevery encouraging– running
within Xenolinux,thebenchmark'soverallperfor-
mancedegradationis lessthan2%. We alsohave
initial resultsfrom running the lmbenchmicro-
benchmarksuite. Although thesepresentan ab-
soluteworse-casescenario,most are in the 10-
20%overheadrange.Giventhatno concertedef-
fort hasyet beenmadeto optimizeeitherXen or
Xenolinux, we �nd these�gures very encourag-
ing. We will run experimentsto provide further
performanceresultsshortly.

5 Conclusion

Wehavepresentedthedesignof theXenHypervi-
sorandXenoLinux,aguestOSwhichrunsontop
of it. Theprojectis ongoingandunderactive de-
velopmentby anenthusiasticteam.We will con-
tinueto improvetheimplementationandto evolve
our design,with theaim of having our systemse-
lectedfor deploymenton thePlanetLabtestbed.

6 Credits

TheXenoServerhypervisorteamare(in alphabet-
ical order): Paul Barham,Boris Dragovic, Keir
Fraser, SteveHand,Tim Harris,Alex Ho,Evange-
losKotsovinos,Anil Madhavapeddy, Rolf Neuge-
bauer, IanPratt,andAndrew War�eld. KeirFraser
deservesspecialmentionfor leadingtheinitial im-
plementation.

References

[1] ANDERSON, T. E., BERSHAD, B. N., LA-
ZOWSKA , E. D., AND LEVY, H. M. Sched-
uler Activations: Effective Kernel Support
for the User-Level Managementof Paral-
lelism. In Proceedingsof the 13th ACM

14



Table1: SPECCPUINT2000suiterunningona733MhzdualPentium-IIIsystem.XenoLinuxvs.Linux

XenoLinux2.4 Linux 2.4
benchmark RunTime Ratio RunTime Ratio
164.gzip 487 287 482 291
175.vpr 640 219 623 225
176.gcc 475 232 454 242
181.mcf 930 194 881 204
186.crafty 316 316 315 317
197.parser 762 236 748 241
252.eon 1824 71.3 1833 70.9
253.perlbmk 530 340 530 340
254.gap 415 265 403 273
255.vortex 640 297 630 302
256.bzip2 692 217 676 222
300.twolf 1236 243 1212 248
SPECintbase2000 229.4 234.0

SIGOPSSymposiumon Operating Systems
Principles (SOSP'91)(Paci�c Grove, CA,
USA, Oct.1991),pp.95–109.

[2] CORP., C. The technology of Vir-
tual PC, 2000. Available from
http://www.connectix.com/downloadcenter
/pdf/vpcw wp/vpcw overviewwp
sep1301.pdf.

[3] HAND, S., HARRIS, T., KOTSOVINOS, E.,
AND PRATT, I . ControllingtheXenoServer
OpenPlatform,November2002.Undersub-
missionto OpenArch'03.

[4] M ILLS, D. L. Network Time Protocol
(Version 3) Speci�cation, Implementation
and Analysis. RFC 1305, University of
Delaware,Mar. 1993.

[5] PRATT, I ., AND FRASER, K. Arsenic: A
User-Accessiblegigabit ethernetinterface.
In Proceedingsof theTwentiethAnnualJoint
Conferenceof theIEEEComputerandCom-
municationsSocieties(INFOCOM-01)(Los
Alamitos, CA, Apr. 22–26 2001), IEEE
ComputerSociety, pp.67–76.

[6] REED, D., PRATT, I ., MENAGE, P., EARLY,
S., AND STRATFORD, N. Xenoservers:ac-
countedexecutionof untrustedcode.

[7] SEAWRIGHT, L ., AND MACK INNON, R.
VM/370 - A Studyof Multiplicity andUse-
fulness.IBM SystemsJournal (1979),4–17.

[8] VMware virtual platform, technical white
paper, 1999.

[9] WARFIELD, A., HAND, S., HARRIS, T.,
AND PRATT, I . Isolation of Network Re-
sourcesin XenoSevers, November 2002.
PlanetlabDesignNotePDN-02-006.

[10] WHITAKER, A., SHAW, M., AND GRIB-
BLE, S. D. Denali:LightweightVirtual Ma-
chinesfor DistributedandNetworkedAppli-
cations.Tech.Rep.TechnicalReport02-02-
01,Universityof Washington,2002.

15


