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Abstract—We present a novel algorithm for efficiently gath- Generally few assumptions or observations are made about
ering statistics about the hit frequencies on the nodes of a the workload patterns of the search keys—the methods are
search tree in a packet processing system, under limiting space typically optimized for the worst case scenario, minimizing
constraints. The Expand and Collapse (EaC) algorithm is a . ’
heuristic that periodically adjusts the subset of nodes of the the dgpth of the sgarch tree. However, neither the packet flows
search tree at which statistics are gathered, in order to use the are distributed uniformly over the address- or rule-space, nor
limited space available to collect statistics in preference from the the popularity of flows in terms of packet count is uniform [8].
currently most heavily-hit nodes in the search tree. We prove Hence, clearly, such non-uniform distribution of workload is
convergence and other favorable properties of the algorithm and going to lead to massive inequalities in the number of packets

validate its performance on a set of simulated data. traversing different paths of the search trees, as some paths
The information collected can be useful for a variety of reasons, versing di p ! p

such as inferring traffic properties, determining the most potent Wil be traversed much more frequently than others.
traffic flows, discovering failures and attacks or dynamically To our best knowledge, little work has been so far dedi-
optimizing the search method itself for locality patterns in the cated to the ability to monitor, at run-time, the hit rates per
oncoming traffic. _ , different paths traversing the search tree structure. However,
i CIEjdoenﬁtgﬁ:]rgs;]dRerﬁgl;g:gee%Ifﬁftfdnépqsgﬂgzgﬁtg?cture, rat this information can be potentially useful in a number of ways,
such as inferring traffic properties, determining the most potent
traffic flows, discovering failures and attacks or dynamically
optimizing the search method itself for locality patterns in the
A common task in packet processing systems is a lookepcoming traffic.
or search over a database organized into some form of aContrariwise, gathering statistics about the current network
search tree. Typically, such a search procedure is executexdfic has become a standard task in both research and in
per every packet and thus needs to be executed within a tigperational networking environments [9], [10], [11]. Usage of
time budget. Examples are a next-hop lookup, a task in whishch statistics ranges from analysis of packet flow dynamics
a destination address in the packet is compared to a tabte wide-area networks [8] over rules how traffic can be
of address prefixes using langest-prefix matcleriterion, or engineered on these networks [12], [13] to traffic-adaptive
classification where multiple fields in the packet header armethods within the network node itself [14], [15].
compared against rules in the classification table (which mayThe principal lessons taken can be summarized as that many
span various ranges in the respective header fields), in ordeantities characterizing network performance have long-tail
to determine the applying rule with the highest priority. probability distributions, which may have a dramatic effect
Efficient implementation of the longest-prefix match [1], [2]Jupon performance [8]. Thus, a common engineering principle
[3] and of the rule-based classification [4], [5], [6], [7] task$s to select a small set of objects (packet flows) that account
has been a subject of extensive research in recent years. foisa large fraction of the overall traffic (due to the long-tail
a common approach in solving these tasks to construct sodigtribution), to be treated differently so as to achieve a specific
form of a search tree structure over a pre-processed prefix-taideformance objective. However, the object dynamics are
or rule-set, in order to achieve a favorable size vs. search-spgetitile and thus to treat a large fraction of traffic consistently
tradeoff. For example, the Hi-Cuts [5] and HyperCuts [6pver time, the particular objects (packet flows) need to be
classification methods construct search trees over the rwdselected often [12].
base by a heuristic that cuts the search space into subspacés this work, we study statistics gathering from a tree-search
containing approximately equal amount of rules. Traversingethod on a high-speed architecture with a complex memory
the search tree thus corresponds to reaching subsequehidyarchy, such as a network processor [16]. It is our goal
smaller subspaces, represented by the nodes of the tree. to efficiently capture the bias of how the oncoming traffic

I. INTRODUCTION



is distribu.ted over the various paths in the search tree and /‘Ul\ = TERIELE
to determine the current frequently traversed paths. We work ‘5/ N 3 4 €  classficationrule
with a restricted number of counters to limit the overhead. L 2\ tree component

The rest of this work is organized as follows: In Section Il N P dag component
we pose the problem of efficient gathering of statistics over the L % 4% 4R G . exampleflows
tree search method. Then, in Section Ill, we define the notatipfy. 1: Example search data structure, a HyperCuts [6] classification
to describe the environment, and in Section IV, we present thearch tree and corresponding classification rules. Note that for
algorithmic solution. In Sections V and VI, we analyze thexample ruleRs can be reached both via the paftn,uz,ug), as
algorithm properties and performance, using theoretical todt§!l as (U1, s, Ug)-
as well as a simulated environment. Finally, in Section VII,

we discuss the open issues and add concluding remarks. ) )
B. Counting strategies

Il. EFFICIENT GATHERING OF STATISTICS It is unwise to maintain a counter for each node of the
] o search tree, as the fast memory spent on these nodes could be
We assume that packet information is processed by perforseq more efficiently. It is thus desirable to reduce the number
ing a tree search using some packet data as the search key, 8¢ #unters used, or at least to reduce the number of counters
the case of a tree-based packet classification algorithm. M@gated in the fast memory, while allowing other counters to
precisely, we assume that the search starts from the rootyf placed into slower but cheaper types of memory.
the tree and continugs doyvnwa_rds, without any backtracking.p straightforward approach is to maintabounters for the
HyperCuts [6] (see Fig. 1) is a fine example of such a methqghe |eaves onlyThis way, we can reconstruct hit frequencies
however, our approach can be generalized to any other g through the nodes in the tree by summing up hits of
search method abiding by the above criteria. @oal is chjjq nodes. However, the number of leaves in a typical
to determine which paths of t_he tree structure are trayersagssification search tree can be quite large (a tree of a
frequently, and to measure thet counton nodes belonging yniform node degree 4 and depth 10, which is quite a realistic
to these paths. approximation [5], [6], has about 1 million leaves), and as
We assume a programmable networking system, such ag;@st of the leaves would most likely be hit infrequently,
network processor (NP) [16] , to be the target device for thgonitoring them would often not convey very much useful
method’s implementation. NPs typically consist of a contrghformation. Such method thus still wastes too much memory
processor, multiple forwarding engines and a hierarchy gf “uninteresting” counters.
memories, differing in memory access latency, size and costy, cjassification search trees as in 6], [5], many rules span
Typically, the memory accesses are a key bottleneck in tergi&erent leaves of the tree (see Fig. 1). We may keep a
of performanceFast memorys scarce and it is the use of thisyjt counter for each rule, yet this approach wastes a lot of
resource that we aim to optimize in this work. counters for rules that are hit infrequently. Once determined,
The tasks executed on a NP belong either todé plane  the counters for the infrequently-hit rules can be shifted to
i.e., tasks that are processed per every packet, generally cargiegver memory, but we would still need a vast amount of fast
out at the forwarding engines, or to thentrol plangi.e., not- memory in the initial phase (the number of rules in today’s
so-frequent, more computationally intensive tasks carried O\ELs is in the order of thousands [5], [6], [7], but can be
on the control processor. We assume the tree search metBggected to grow fast with proliferation of mechanisms like
to belong among the data plane tasks, as well as the countfjgNs or traffic engineering). Furthermore, by knowing how
of hits along the nodes of the search tree. The algorithm §&en each rule is hit, we cannot precisely infer how traffic
select the monitored nodes would run on the control plangaverses the tree, since one rule may be reached via different
as the selection process may be relatively complex and woilghs, as in Fig. 1.

not happen on a per-packet timescale. The method presented in this work collects data preferably
at the nodes that attract a large nhumber of hits. To monitor
A. Memory constraints the heavily-hit nodes, we must determine the position of these

nodes, but that requires earlier monitoring of the tree structure!

Gathering of hit statistics should not impose a large ovef: ; : e . . .
head on top of the search algorithm. We thus need to use ?g%%?nddre:dsﬁgswi?éﬁkﬁg daensdaergghgg?/ﬁf-m{ we iteratively find

. 1]
memory for counting the accesses to the nodes. For exam;())le,
a ™ ;

on the Inte® IXP '™ 2400 NP, _there ar@x 640words of high- C. Bounds instead of precise hit counts

speed local memory [16] available, yet the rule databases cofi-

taining several thousands of rules can range from 10k to 100 Kf we accept reasonably accurate bounds on the number of
words [6], [5]. Furthermore, in case the search is performéits instead of precise hit counts, we may further reduce the

in parallel on multiple engines, simultaneous memory accessesnber of counters. Using the assumption that the search tree
must be dealt with. Thus, reducing the counting overheaddan only be entered at the top and exited at the leaves and
important to prevent potentially expensive access conflicts.backtracking never occurs, we can use counters from parent



nodes to compute upper bounds. See Section IV-D for mdimme, we implicitly link any classification of a node being
details. heavily hit to a specific time interval.

Given x- max{height of treé counters, in Section V-C we
prove that our algorithm provides the precise hit count for all IV. THE EXPAND AND COLLAPSE (EAC) ALGORITHM
nodes that are hit at leadyx- #search operationsimes. As A. Statistics gathering
these are the frequently hit nodes of the tree, it is consistentrne method for efficiently gathering statistics under strin-
with the method’s objective to obtain just bounds for thSent memory constraints is divided into three parts:

remaining nodes. 1) The actual statistics gathering happens during the

classification of a packet. The updating of the counters
must be integrated into the traversal of the tree during
the search. Due to accessing counters, this is the only
part of the algorithm which needs to operate using fast
memory, as the per-packet processing time is potentially

In the case of the HiCuts [5] and HyperCuts [6] algorithms,
there are three layers in the search tree structure: (1) the tree
with the search nodes, each representing a set of cuts, (2) lists
of rules attached to nodes, and (3) the rules themselves (see

N OTATIONS AND DEFINITIONS

Fig. 1). For our purposes, we perceive the lists of rules (2) asz)
leaves of the tree. Coupling the rules with the search tree turns

prolonged.
Selection of monitored nodesi. e., the nodes for which
we keep counters, is performed after each time interval

the tree into a dag (directed acyclic graph): one rule may be
reached through different paths in the tree, as in Fig. 1. When
referring to atree, we mean the part without the rules, whereas
dag denotes the graph including the rules.

In this text, variables and symbols have the following

of a pre-defined length. The selection is performed based
on the data read from the counters and may be done off-
line. This part constitutes the actuahC algorithm
Bounds computation for other tree nodesi.e., infer-

ring from our knowledge about the monitored nodes to

3)

meaning: other nodes of the tree, can also be performed off-line.
_ This part can be implemented as an on-demand API for
Ui nodei the application that requires the statistics being gathered,
X(t) some X" during time intervalt; (e.g.:f(,) = hit e.g., a tree optimization algorithm.
c.ount' (number of hits) during interval) As we are looking for the heavily-hit nodes, we start
t time !r_ltervalk L monitoring nodes near the root of the tree first. We then
—(t) tr_a nsition to next time . nterval proceed towards the leaves selectively at the heavily-hit nodes.
f(u) h!t count (number of h|_ts) on node . Whenever the traffic characteristics change, we gradually
f)(0) | hit count (number of hits) on root, I.e., packets adjust the monitored set to fit the new distribution of node
procgs;ed by the system dur!tng hits—i.e., we refrain from nodes no longer heavily-hit and
Ui uj | nodei is somegarent' of podej (¢ U covers a instead monitor nodes that recently have become heavily-hit.
. super_s_pac.e olij’s region in the_: search space) To keep track of which nodes are monitored and which not,
U D uj | nodei is direct parent of nodgj we augmentll the nodesof the monitored tree structure by
Mmu; nodei is being monitored (predicate) the following fields:
Su nodei cgn be fglloweq (predlc.:ate) . « Each node carries a flagnbnitored ”. Formally, for a
Hu node u is hgawly-hlt in relation to monitored nodeu we indicate monitoring by a predicagiu.
M ggtdg? rgpgﬁi(:(l)craetde)nodes (see below) Fl'J.rtherm.ore, th@odes being monitorechrry the following
h maximum height of search tree additional fields:

« A counter that counts all the search accesses passing
through this node (in fast memory). We denote the
number of search operations passing through a node
during time intervalj with f)(u).

« A flag follow , indicated by a predicatgu. The purpose
of this will be explained further below.

After each monitoring time interval, the counters of the
the)(u) values for each

Definition 11l.1 A nodeu is said to beheavily-hit relative to
a set of nodeguy,...,uy} iff, assuming thatf (u) > f(u) >
.- > f(un) holds, f(u) > f(up), for some fixedp € [1,n].

In this work, we use the metric of hit counts for determin-

ing whether a node should be monitored or not It may be” . i
monitored nodes are read (i.e.,

possible to use other metrics, however, the algorithmic rules

in section IV are based upon the assumption that the values
generated by the metric araonotonically decreasinglong S e
any path through the tree, and th(itsC vA Hu) = Hv. ! @ heavily—hit node
Input traffic patterns undergo significant changes over time.: @ anbitary node
The monitoring process must be able to reflect and adapt ta'.- ‘
these changes. We divide time into intenal$y, . .., of equal 6, Jrodbpesiiymeniine] | Fig. 3: Expand-to-children rule.
If a node is heavily-hit, we start
monitoring its children.

length. As the frequency at which a node is hit changes over

node being monitored

Fig. 2: Legend



@/’\ —_— /@\ — - ./@\ | C. EaC algorithm iterations

The algorithmic rules for selecting the monitored nodes
Fig. 4: Collapse rule, with the oscillation prevention rule. If a allow the algorithm to work with a given number of counters
monitored node |sdno1t_k?eawly_-|flnt,_ we stop monitoring it and fmon'toéfficiently. The algorithm iteration consists of the following
its parent instead. The oscillation prevention stops us from re: . :
descending to the non-heavily-hit node for a configured time perio%t.epsj 1. order the currently monltored.nO(.jes by their r_eSp?C'
tive hit counts; 2. start at the top of the list (i. e., the heavily-hit

among the monitored nodes) and apply the rule that requires
monitoredu) and reset to zero, and the monitoring attributes #fore counters—theéExpand rule; 3. free memory for new
the nodes are changed, applying the algorithmic rules beld@unters applying the€ollapserule, starting at the bottom
Note that the old values of)(u) can be stored in slow Of the list; 4. goto step 2 and repeat, until thepandand

memory once the time interval has elapsed . the Collapseparts meet (i.e., the expansion cannot use any
o more collapse rules without having to remove nodes that it just
B. The EaC algorithmic rules expanded during the same iteration). If BRpandoperation

After each time interval, we adjust the choice of nodes fails because we could not free enough memory positions, then
monitor, according to the following rules (a legend for the rulperform a rollback of this operation and all operations related
description figures is given in Fig. 2): to it, and terminate prematurley. The next EaC iteration will

a) Expand to children:If a node is monitored and start at the next time interval. An example of monitoring a
found to be heavily-hit, then monitor all of its childrenvery small tree with EaC is shown in Fig. 6.

Stop monitoring that node itself. Formallitup A Hup — ., ) The value ofp and the boundary between heavily-hit and
—~Mup A (VUe C Up : Muc) (see Fig. 3). non-heavily-hit nodes is thus not fixed, but rather re-calculated

b) Collapse to parentif a node is monitored and foundby the algorithm during each iteration, based upon the hit
to be non-heavily-hit, stop monitoring it, and instead stagounts and the number of counters available.

monitoring its parent again. If applied tosiblings, then we  |f interested in obtaining the precise hit count on every

free n—1 counters. FormallyDliuec A =$HUe — ;) “PMUe A node hit at least by & fraction of traffic, the EaC iteration

IMu,, whereup O U. must stop at a point where we would have to remove the
c) Prevent oscillation: Suppose that a node is heavilycounter from such a node, i.e., we refrain from applying the

hit, but all of its children are non-heavily-hit. In this caseCollapserule to nodes that are hit more thém(O) times (the

the children are examined using tlpandrule. Since all collapsing thresholjl See section V-C for further discussion

the children are non-heavily-hit, theollapserule is applied of this particular task.

to each, and the parent node is monitored again. Obviously,

this scenario easily leads to oscillations, if only the two _

aforementioned rules are applied. Thus, upon applying tRe Non-monitored nodes

Collapserule, we clear théollow flag (set true by default) for The purpose of th&aC algorithm is to select the monitored

the parent that is being monitored agaiiue A =9 —~(t,1)  nodes. We can obtain hit counts on other, non-monitored nodes
—Muc A Mup A =Fup A Fue; and the Expand rule is only too. as follows:

applied to nodes that have tfaglow flag set:0tuy A Hup A

Fup —(5,1) ~PMUp A (Ve C Up : IMU). T :
el _ g i rese n colapsed chiren, o caeE52 SO0 6 o by g o e umber o
for the case that we might have to re-examine them atréfjlcursivel as the node i.s moniFt)ored itself or an ancestor of
later time when the traffic has shifted. See Fig. 4 for a Vely, .
. . . .. a monitored node. See theorem V.4 for more details.
graphical representation of th@ollapserule combined with . , )
the oscillation prevention rule. Since no node can have more hits than its parent, we can

After a configurable number of time intervals, we re-set tH&S€ the precise number of hits on a node as an upper bound
follow flag in the parent, allowing to apply tHexpandrule for all of its descenc_iants and compute upper bounds for all
again (see Fig. 5). Formallys§ U — - — (oo SU- descendants of monitored n0(_jes. _ . _

This is to allow for finding newly heavily-hit children, to A bound for a node can be tightened by including hit counts
whom theCollapserule has previously been applied. Let udor its siblings: For example if a node’s parent is hit biits
assume that a heavily-hit parent has non-heavily-hit childréfd its siblings are hit x+y+... times, then the node can
that once were monitored but now are not monitored af¢ hit at mosz—x—y—... times.
longer due to theCollapserule, and the parent does not have  e) Monitoring all nodes:If desired, we can extend the
the follow flag set. Suppose, due to changes in the netwamkonitoring to all nodes. Under the assumption that there is
traffic patterns, a non-heavily-hit child turns heavily-hit. A®nly a limited amount of fast memory, we will have to place
the parent is heavily-hit, but does not have tbkow flag the counters for the infrequently-hit nodes into slow memory.
set, without resetting the flag, we would never monitor thiaturally, this puts packets passing through non-heavily-hit
child again. nodes at a disadvantage, as accessing the counter takes longer.

d) Precise values and upper boundé/e may obtain the
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Fig. 5: Thefollow flag timeout. Thefollow flag is reset after a configurable timeout, to allow for finding newly heavily-hit children, to
whom thecollapserule has previously been applied.

g counting stage 1 counting stage 2

(ordered) listof Al Qo B~ @GBd D D B E ‘Al
monitored nodes ¢ \ JOX[X gy ¢ \J S D|2 » C/+5Ey E/» F E|4
e \ expand] —t— —, ' expand’  —— - =
free positions — X \ . XX D o L Cll X[ E L Fl A FI3
Initial state | Result of 1st iteration: / Result of 2nd iteration: Result of 3rd iteration:
A nodelDs” Agl0” it 10 (osillation
@\ D ® NG ® ® prevention)
B‘/\C D - B
E F

F3
Fig. 6: EaC example iterations with 3 available counters. After the first hit-counting stage, EaC is run on the tree. It expands node A; i.e.,
nodes B, C, D get monitored. The second hit-counting stage reveals that node B (7 hits) should be expanded, which requires to collapse
node C (1 hit). However, this implies monitoring A again, so D (2 hits) needs to be collapsed also. After the fourth iteration, node A has
more hits (10) than E (4) and F (3) thus should be expanded; however, this is not allowed if oscillation prevention is in effect.

V. ALGORITHM PROPERTIES Lemma V.3 The potential®(T) of any treeT with constant
hit patterns is monotonically decreasing when applying the

. . ] EaC algorithm to the tree.
In this subsection we prove that the EaC algorithm actually

converges to a stable choice of monitoring nodes. Since )
convergence is difficult to define in the case of a moving targ&te°f Of lemma V.3 The potential of the tree only changes
such as with changing frequencies on the number of hits 8h "0des whose monitoring state is changed. This is only

the nodes, we analyze the case of a tree whose hit patte?ﬂ§5ible if these nodes have been affected by one of the rules
remain constant. described in section IV. LA®(X) := @ (X) — Py,_,y(X)

the difference in potential of some nodeafter an iteration

1 — i, i.e., A®(X) < 0 means that the potential of has
creased. Assume that during one iteration of the algorithm,
one application of a single rule has affected the monitoring
Proof by induction over the potential of the treeFirst we State of each node i\| = {u,vi,... Va} with Vv 1 u D vi.
define the potential of the tree and then show that the potenf¥W distinguish the following cases of rules being applied:

is monotonically decreasing over the iterations. The idea
using a “potential” is due to [17].

A. Convergence

Theorem V.1 In the case of constant hit patterns and a Iargﬂa’
. . e
enough timeout value, the EaC algorithm converges.

g(pand:The monitoring ofu has been expanded to monitor

eachv;. Note that, due tmscillation prevention, u could not

have been monitoredt an earlier stage, since then we would

not have been allowed to expandagain. This in turn means

that none of the;, had been previously monitored either. Thus

AD(N) =AP(u) + 3L, AP(vi) = (0-1)+n-(1-2) <
(sincen>2)

-3.

Collapse: Assume w.l.0.g.n = 1. Sinceu must have been

monitored before, we haudd(A[) = ADP(u) +AdD(vq) = (1—

0) + (0— 1) = 0. However, thecollapserule is only applied

if there is need to free a memory position. This need can

Definition V.1 We define the potentiab(u) of a nodeu as

2 < uhas never been monitored yet
1 < uis currently being monitored
0 < uis not monitored any longer

®(u) =

The potential®(A) of a set of nodes\( is the sum of
the potential of the nodesb(N\() := 3 ycqy P(U). This means
that the potentiatb(T) of a search tred is the sum of the

potentials of the tree nodes.

Lemma V.2

(@) The initial potentiakb)(T) of any treeT is finite.

(b) The potential of a tree is always non-negative, iv#.;
(D(ti)(T) >0.

only arise in two situations: (a) another node G has been
collapsed, which required freeing the memory positionvof
needed byd, or (b) another nodei > {V,...} has been
expanded. In case (a) tlellapserule is invoked recursively,
but since we are dealing with a finite tree, this only may
happen a finite number of timds The recursion thus must
have been triggered by omxpandrule (i.e., case (b)). In the

Both statements are obvious, since (a) we operate on fifligy \ve have a chain of rule applications, and the potential of
trees, and (b) the potential is a sum of non-negative nUMbeL§.the nodesi( affected by this rule chain is thusd(A() =
Ad(expandrule) + (k+ 1) - Ad(collapserule) < —3+-0.



Thus, no matter what rule has been applied, the trémes, if the hit patterns do not change until the algorithm has
potential®(T) is always reduced. B converged and if theollapsing thresholdIV-C) is applied.

To summarize®(T) starts from a positive finite value, de-
creases monotonically over the iterations of the EaC algorith
but remains non-negative. This concludes our proof that t
algorithm converges at some point.

ﬁlroof: Obviously, thecollapsing thresholdjuarantees that we
8’ver cease monitoring-f(O)-hits nodes once we have found
them; we only may expand them and this way can detect
possible - f(0)-hit children.
B. Precise hit count reconstruction EaC converges to a state where it has foahd} -f(0)-hits
nodes, because (a) during each iteration, it always expands
fhose nodes that are hit most frequently, (b) we always obtain
precise hit count on any node that is monitored or a parent of

Proof: Assume otherwise. Then there are nodes v with @ monitored node, (c) EaC does converge. u
=Mt ) UA M, V. SinceIMy,)v, there must have been some VI. PERFORMANCEEVALUATION
previoust;, i < k such thatd)u. Node u can only have
been ceased being monitored due to either Godlapse or
the Expandrule. The former would result in-9tv before
—9tu (sincev C u and thusf(v) < f(u))—a contradiction. The
latter must result inu being fully covered by its descendants—A. Performance measures
a contradiction to the assumption that we cannot obtain theThe algorithm provides exact measures for monitored nodes
precise hit count ) (u). B and upper bounds for other nodes. One aspect of the perfor-
Note that the theorem implies that any path from the root taance of the EaC algorithm is the accuracy of the bounds.
an arbitrary leaf passes at least one counter, and the monitosgda measure, we define the (normalized) sumsgfiared

Theorem V.4 If vis a monitored node, we obtain the precis
hit count onv and all its ancestors.

In this section we analyze the EaC algorithm within a
simulator environment. The results yielded by its choice of
monitored nodes can then be subject to a statistical evaluation.

nodes thus form a cut across the tree structure. errors for the boundof each node in a tre& as £(T) :=
. Svet (V) —f(v)?
C. Hit coverage |T|-f2(0)

I ) i i Another interesting aspect is EaC’s performance in finding
A .common def|ln|t|on of a heavy—hltter object is one thatrhe “heavy-hitters” among the nodes. To this end, we de-
receives at least of the total traffic. We now prove aiermine the number of hits on the most-hit node for which
relationship betweerx and the number of counters madgne 4q0rithm does not yield the precise number of hits.
available to EaC. ) We call this thelargest non-covered nodeA better EaC
Assume that the search pattern remains constant ovefdormance is indicated by smaller values of this measure.
number of iterations. Leh := max{height of the treg. Then cjogsely related is the number of nodes that are hit more often
EaC converges to a state where it pr.owdes the precise hit oy the largest non-covered node. By definition, EaC yields
on all nodes hit by at leasf-f(0), usingx-h= M| counters. e precise number of hits. We call this measurerthmber

of contiguously covered nodebetter EaC performance is
Lemma V.5 The number of nodes hit at Iea§t~f(0) times, indicated by a larger number of these nodes.

and that are deepest down in the tree, is at most )
B. Evaluation set-up

Proof: If one node is hit by> 1 -f(0) traffic, then its parent  To analyze its performance, we implemented the EaC al-
also must be hit by> 1 -(0) of the traffic. Since the nodesgorithm in Java. This implementation is embedded into a
cover disjoint search space areas, there can be atxrsasth simulation framework. It allows us to generate search requests
“deepest” nodes, each attaining? -f(0) hits. B on the search tree monitored by EaC. Todapsing threshold

(IV-C) is derived automatically from the tree’'s maximum
Lemma V.6 To obtain theprecisehit count on all nodes that depth and node outdegree (OD). Search requests are generated
are hit > 1 .f(0) times, we need to monitor at most h randomly, with fixed probabilities for the branches at each
counters. node.

The trees we use are a binary tree with a fixed depth of 16

Proof: Since we have< x “deepest” 1-hit counters, all (65536 leaves, 131071 nodes), a tree with outdegree (OD) 4
additional nodes that we have to monitor must be parents £d a fixed depth of 8 (65536 leaves, 87381 nodes), a tree with
thesex counters. i.e., we have to monitor all nodes alongtheop=16 and a fixed depth of 4 (65536 leaves, 69905 nodes)
paths from the root to each of these deegesit nodes. The and a randomly-built tree (66412 leaves, 132823 nodes) which
worst case is that these paths already separate immediai@h constructed as follows: minimum depth=4; maximum
below the root, and thateigh{deepest;-hit node$ = h. This  depth=24; branching factoe 2/, exponentially distributed
implies that we need to monitof x-h nodes in total. B  petween 2 and 32 (mean 4); probability for a node to have

children=0.75 .
Theorem V.7 If x-h monitors are available, then the EaC After 10° requests have been issued, we run EaC on the tree
algorithm picks all of those nodes that are hit at Ie@ﬁ(tO) to select a new set of monitors. This is followed by another
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Fig. 10: Effect of different topologies (1).  Fig. 11: Effect of different topologies (2).  Fig. 12: Effect of different hit distributions.

10° search requests, then another EaC iteration, etc. We chos8) Tree topology:Fig. 10 shows some of the results for test
a constant number of search requests instead of a randams on our different trees. We can see that the largest non-
distribution in order to make the results from subsequeabvered node receives about the same number of hits in all
EaC iterations easier comparable. Each plot shows resutar different topologies. In contrast, Fig. 11 reveals that the
from individual EaC simulations; however there is almost nactual number of contiguously covered nodes varies greatly
variation across different simulation runs, even with variationgith the topology of the tree. This is to be expected due to
'8 ttheegaggmeter sets. the different branching factors.

' 4) Hit distribution: To compare the effect of different hit

1) Number of countersfFirst, we investigate the benefitgistributions on a tree, we simulated different hit patterns on
from increasing the number of counters available to EaGyy various trees. A hit pattern is defined as follows: At each
Fig. 7 shows results for a simulation run on a tree with 873&}yde, the probability to continue the search in either child 1 or
nodes (fixed branching factor of 4, fixed depth of 8, Paretghild 2 or child 3 or (...), is (a) uniformly, (b) exponentially,
distributed hit patterns). We see that the number of contigu Pareto-distributedo(= 1.3).
fully-covered nodes is roughly linear with the number of Results for one example tree (again outdegree 4, depth 8,
available counters. Fig. 8 shows that the same holds for thegg counters) are shown in Fig. 12. We observe that the
quality of the upper bounds. Other simulation runs show thafstribution does neither greatly affect the convergence time
these characteristics are inraviant under the choice of othghknhe EaC algorithm, nor the quality of the results (plots only

parameters (plots not shown). shown for quality of upper bounds).
2) Oscillation prevention rule:Next, we analyze the ben-
efits of applying the oscillation prevention rule. Fig. 9 shows VII. CONCLUSION

the results for simulation runs with the same simulation set-We have described the problem of obtaining information on
up as above; the number of available counters is 256. We number of hits in a search tree, under the constraint of
analyze EaC oscillation prevention timeout values of 0 (i.ehaving only a fixed amount of memory available for holding
no prevention), a fixed value of 15, and uniformly distributedounters. The presented algorithm iteratively picks a subset of
values between 10 and 20. We conclude that the oscillatinpndes at which accesses are counted. Precise hit counts and
prevention has a positive effect on the efficient use of countimgper bounds can be computed for other nodes in the tree,
nodes, at least in the case of non-changing or slowly-changimgd thus a good view of frequently traversed tree paths can
hit patterns: With randomized timeouts, the number of fullyse obtained. An alternate algorithm formulation allows to find
covered nodes grows to values very near the number af nodes hit by certain fraction of traffic, using a minimal
available counters. The recurring spikes in the graph famount of counters.

the fixed-value timeout indicate that synchronization takesThe initial validations on simulated data confirm the the-
place, which explains the bad performance when compariaggetically derived convergence and coverage properties. It is
to random timeouts of the same mean. our intent to further evaluate the EaC performance on search



requests resulting from real-life packet traces, applied to a
search tree built from an existing rule base, using a state-of-
the-art method like HyperCuts [6]. Further understanding is
likewise needed in how to adjust seamlessly to changes in the
underlying rule-base, or how to employ effectively knowledge
form previous algorithmic iterations.

As the restricted search-tree monitoring presents a negligi-
ble system overhead, it holds a significant potential for pos-
sible applications, one of them being a run-time optimization
of the search method itself. However, the gathered data can
be useful in a number of ways, for example for identifying
heavy flows or detecting rapid changes, failures or attacks in
the network.

As such, this self-monitoring mechanism is a clear step
towards developing a fully autonomous packet processing
system.
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