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well on the first four attributes is likely (o score poorly on
the last two. A plausible solution is therefore hikely to im-
pose substantial network load and involve considerable im-
plementation complexity. The tast row of Table | illustrates
the attributes of such a plausible solution.

In the rest of this paper, we describe a strategy for seam-
less mobility called Internet Suspend/Resume (ISR} that has
these attributes. Recognizing that network bandwidth will
continue {o improve, {SR exploits this ample bandwidth by
encapsulating the entire state of a personal computer {(includ-
ing its disks) and delivering it anywhere on demand. It thus
builds upon the concept of a caching file system, with the
significant difference that it is now entire machine state (not
just user files) that is delivered throngh caching. The volume
of state transferred is now much larger. This is the tradeoff
being made for more precisely and completely recreating a
user’s entire computing environment.

4 Internet Suspend/Resume

4,1 Background

As its name implies, ISR was inspired by the sus-
pend/resume feature of laptops. That capability was created
by laptop designers as a means of extending battery life. To
enter the suspended state one just closes the cover of a lap-
top. In that state very little energy is used. When the cover
is opened, the state at suspend is restored with near-perfect
fidelity within a few seconds. In the coniext of this paper,
suspend/resume achieves seamless mobilily at the cost of
having to carry hardware.

Ouwr key insight was to recognize that the sus-
pend/resume metaphor could be extended to situations
where a user carries no hardware, In other words, one can
logically suspend a machine at one Internet site, travel to
some other site and then seamlessly resume work there on
another machine. By mimicing the suspend/resume feature
of laptops we gain two advantages. First, this is a simple and
well-understood metaphor for users. Second, operating sys-
tems and applications have already been evolved o grace-
fully cope with a number of discontinuities across suspend
and resume. For example, a dynamically obtained IP address
may change when a laptop is resumed at a location far from
where it was suspended. As another example, most laplop
applications thal use the network transparently re-establish
TCP connections that are broken on suspend. As a third ex-
ample, USB devices attached to a docking station are miss-
ing when a laptop is resumed by a user on his travels; they
reappear upon return. By leveraging existing mechanisms
and user expectations, ISR greatly reduces the need to mod-
ily operating systems and applications, and the neced to re-
educale users.

4.2 Hypothetical Scenario

ISR inspires many futuristic scenarios, and effectively
creates a new computing paradigm. Imagine, for example,

this hypothetical ISR scenario from 2020

The alarm rings to begin a hectic Thursday for Shanta.
She is soon in her study, working on the slides for the class
that she will be teaching this morning. Soon it is time to
leave. She clicks on the suspend icon on the screen, and
her work is saved. On the commute to work, she stops at
her doctor s office for a simple medical test. Unfortunately,
the technician is backed up and Shanta has to wait much
longer than expected. She borrows a wireless laptop from
the office staff, logs in, resumes her work, and finishes a few
more slides for class before the technician is ready for her
Shanta suspends her work, hands back the laptop, goes in for
the test, and is soon on the road again. Reaching her office
Just 10 minutes before class, Shanta uses her desktop to put
the finishing touches on her lecture slides and then leaves for
class. Each classroom is equipped with an LCD projector
connected to a networked computer. Shanta resumes where
she left off in her office and proceeds to give an entertaining
and insightful lecture.

When she returns to her office from class, Shanta finds
that the computing services staff has replaced her desktop
by a newer and much more powerful machine that she had
recently ordered. Fortunately, she does not have to waste
any time in setting up the new machine,copying files or cus-
tomizing it in any way. All she does is to log in, and she finds
her work just where she left off at the end of class. Her day
proceeds as planned.

Late in the afterncon, Shanta leaves for the airport and
takes a flight for a business meeting the next day. The fold-
out tray at each seat has come a long way from its simple an-
cestor of the early 21st century. When it isn’t being used as a
tray, it doubles as a screen/kevboard/mouse that is connected
to a rack of blade servers at the back of the aircraft. Shanta
resunies work where she left off in her office, completing the
slides for her talk and her spreadsheet calculations for the
budger discussions the next day. High-bandwidth wireless
Internet connectivity is available from the aircraft, but it is
very expensive. Shanta therefore chooses to work discon-
nected during the flight.

When Shanta checks in to her hotel, the clerk ar the front
desk hands her a laptop for use during her visit. There is a
drop-off site near the airport departure gates where she can
return the laptop the next day. Shanta works late into the
night, completing her slides and spreadsheet caleulations.
Her meetings the next day are intense, but ultimarely suc-
cessful. The deal is clinched, and Shanta's hosts invite her
fo an early dinner to celebrare.

When Shanta returns to her rental car after dinner, she
is disimayed to find that her luggage (including laptop) has
been stolen. Fortunately, nothing on the laptop is irreplace-
able. Her precious computing state (including many highly
confidential files ) were saved on servers on the Internet when
she last suspended work.  All residual personal stare on
the laptop was encrypted, so the damage and inconvenience




tre [27], or to use a built-in storage layer based on HTTP and
SSH.

We focus on ISR-2 in this paper. The system descrip-
tions in Sections 5 and 7 also apply to ISR-3 if Coda is used
as the distributed storage layer. However, the performance
measurements reported in Sections 6 and 7 apply specifi-
cally to ISR-2 — we have not yet conducted a performance
evaluation of ISR-3. With rare exception, we do not distin-
guish between specific prototypes in the rest of this paper.
It will usually be clear from the context whether the term
“ISR” means the broad concept or “ISR-2."

5 ISR Design and Implementation

5.1 Distributed File System

We had a choice of three distributed file systems for ISR:
NFS, AFS and Coda. Although NFS is the most widely sup-
ported of these, we did not use it for two reasons. First, NFS
only does caching of blocks in memory; it does not cache
data persistently in the local file system. Hence, the cache
size at an ISR site can be no larger than its memory size,
which is typically much smaller than total VM state size.
This limits ISR’s ability to take advantage of temporal local-
ity of access to VM state. Second, our goal is to support ISR
anywhere on the Internet, including locations with less than
optimal network connectivity. NFS is designed [or LAN ac-
cess, and tends to perform poorly in WAN environments.

Both AFS and Coda clients use the local disk as a file
cache. AFS is a much more robust and mature implemen-
tation, with an extensive deployment base and better per-
formance. In spite of this, we decided to use Coda for the
following reasons.

First, Coda’s support for hoarding (anticipatory cache
warming) provides a clean interface to take advantage of ad-
vance knowledge of resumie site. Although originally devel-
oped to cope with disconnection, this mechanism can also
be used to improve performance by warming a cache in ad-
vance of use. All that is needed is a list of file names and
their relative importance.

Second, Coda supports trickle reintegration which is
valuable for propagating dirty client state to file servers in
the background from poorly-connected ISR sites. This re-
duces the amount of dirty state waiting lo be propagated at
suspend. Although a user can walk away immediately after
suspend, the owner of the ISR site cannot turn off or unplug
ituntil its cache state is clean. Trickle reintegration iimproves
sile autonomy by shortening this window of vulnerability.

Third, the AFS client implementation is entirely in the
kernel. In contrast, the Coda client implementation is almost
entirely in user space; only a small module for redirecting
file references resides in the kernel. The user space imple-
mentation simplified our extensions for use of portable stor-
age, as cxplained in Section 7.2.

5.2 Security Model

VM state is encrypted by ISR client software before be-
ing stored in Coda. Neither servers nor persistent client
caches contain VM state in the clear. Compromise of Coda
servers can, at worsl, result in denial of service. Compromise
of a client after a user suspends can at worst prevent updated
VM state from being propagated to servers, also resulting in
denial of service. Even in these situations, the privacy and
inlegrity of VM state are preserved.

When a user walks up to an ISR client machine, he must
explicitly authenticate himself via a mechanism such as Ker-
beros [32] before he can resume. We have not addressed the
nwch harder problem of establishing that an ISR client is
safe to use. It is up to the user to make this judgement. This
is an acceptable solution in restricted locations such as home
or work, but does not scale to unrestricted locations. Scenar-
ios like Section 4.2 will require mechanisms that enable a
user to be confident that the hardware and software on a ran-
dom client has not been compromised. Many researchers are
investigating this difficult problem [30, 34, 36], and we plan
to leverage workable solutions that emerge.

5.3 Data Layout

Caching VM state at fine granularity is importan{ for
taking advantage of temporal locality in user movements.
Large, monolithic VM state files are therefore not a good
match for Coda’s policy of caching entire files. The mis-
match is especially acute for files corresponding to virtual
disks, which can be many tens of GB in size. Our solution
is to represent such large files as a directory tree rather than
as a single file. Virtual disk state is divided into 128 KB
chunks, and each chunk is mapped to a separate Coda file.
These files are organized as a two-level directory tree to al-
low efficient lookup and access of each chunk.

Our choice of 128 KB for chunk size is based upon a
trace-driven analysis ol two opposing concerns. If chunk
size 1s too large, internal fragmentation becomes signifi-
cant, Whole file caching will waste bandwidth when par-
tially written files are transferred to servers. Further, each
demand miss will waste bandwidth as the client fetches data
that it never uses. If chunk size is too small, we will generate
too many cache misses because we fail to adequately exploit
spatial tocality. Since each cache miss slows performance,
the overall impact can be significant.

To determine appropriate values for the chunk size, we
captured a trace of the disk blocks fetched by VMware dur-
ing the execution of an industry-standard PC benchmark
called Sysmark [4]. We adapted a cache simulation package,
Dinero IV {7], to calculate the miss ratio and bandwidih con-
sumed during workload execution for various chunk sizes.
Figure 3 presents the results of these simulations. As the
figure shows, a chunk size of 128 KB strikes a reasonable
balance between bandwidth wastage and miss ratio,
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This figure shows the cumulalive volume of data read and
written at the Vulpes interface by the CDA benchmark. The
benchmark time in this figure is longer than the 1071 secs
shown in Table 2 because of slowdown caused by the logging
in Vuipes that provided the data for this figure.

Figure 6. Data Accesses Seen by Vulpes

4783 rows by 6 columns, and occupies 570 KB of disk
space; the other is 4095 rows by 100 columns, and occupies
1.7 MB. Word is used on a short novel of 760 KB (initially
without images); Powerpoint operates on a 20-slide, 116 KB
presentation; the Access database is approximately 2 MB;
and the Internet Explorer data set is 446 KB of himl pages.

Approximately 50% of the benchmark operations gener-
ate disk traffic at the Vulpes interface, with a roughly expo-
nential distribution of data volume. The most disk-intensive
operation is launching Powerpoint, which transfers 5.6 MB.
Figure 6 shows the data access characteristics of this bench-
mark, as seen by Vulpes. The curves labelled “Reads” and
“Writes” show the cumulative volume of read and write traf-
fic seen by Vulpes over the life of the benchmark. The curves
labelled “Uinique clean” and “Unique dirty” show the cu-
mulative amount of distinct data read or written during the
benchmark. The difference between “Read” and “Unigue
clean” indicates the extent of temporal read locality as seen
by Vulpes. Similarly, the difference between “Write” and
“Unique dirty” shows the temporal write locality seen by
Vulpes. Note that /O buffer caches inside the guest and host
OSes absorb a significant amount of read and write locality,
thus Fowering the locality seen by Vulpes.

6.3 Experimental Setup

Our experimental infrastructure consisted of 2.0 GHz
Pentium 4 clients connected to a 1.2 GHz Pentium I Xeon
server through 100 Mb/s Ethernet. All machines had 1 GB
of RAM, and ran RedHat 7.3 Linux. Clients used VMware
Workstation 3.1 and had an 8 GB Ceda file cache. The VM
was configured to have 256 MB of RAM and 4 GB of disk,
and ran Windows XP as the guest OS.

We used the NISTNet network emulator [5] to con-
trol available bandwidth. We measured ISR performance
at {our different bandwidths: 100 Mb/s, 10 Mb/s, | Mb/s
and 100 Kbfs. The first two correspond to LAN speeds,

9

With Think Time | No Think Time
{secs) (secs)
1071 (10 93 (6)

The first column shows the tofal running time of the bench-
mark. Each data point is the mean of three trials, with stan-
dard deviation in parentheses. The second column is ob-
tained by summing the execution times of the individual op-
arations that make up the benchmark.

Table 2. Benchmark Time: No ISR Support

and NISTNet was not configured to add any latency at these
speeds. At 1 Mb/s, we configured NiSTNet to add 10 ms
latency, and at 100 Kb/s it added 100 ms.

Table 2 shows the benchmark time on our experimen-
tal setup without ISR support. In other words, the files
used by VMware are on the local file system rather than on
/dev/hdk, The effects of Fauxide, Vulpes and Coda are thus
completely eliminated, but the effect of VMware is included.
The total running time of 1071 secs is a lower bound on the
benchmark time achievable by any state transfer policy in
our experiments.

6.4 VM State Transfer Policies

The copyout/copyin mechanism of ISR-1 is the most
conservalive endpoint in a spectrum of VM state transfer
policies. All state is copied out at suspend; resume is
blocked until the entire state has arrived. Three steps can
be taken to shorten resume latency:

+ Propagate dirty state to servers before suspend.
e Warm the file cache at the resume site.

e Allow resume to occur before full state has arrived.

These steps are not mutuaily exclusive, and can be combined
in many different ways to generate a wide range of policies.
We explore some of these policies below.

The conceptual timeline shown in Figure 7 provides a
uniform framework for our discussion of policies. The fig-
ure depicts a user initially working for duration 17 at Inter-
net location sitel. He then suspends, and travels to Inter-
net location sire2. In some situations, the identity of site2
is known (or can be guessed) a priori. In other siluations,
it becomes apparent only when the user unexpectedly shows
up and initiates resume. The transfer of dirty state from site/

Suspend Resume Work
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Figure 7. Conceptual ISR Timeline




Bandwidth | With Think Time | No Think Time
(secs) (secs)

100 Mb/s 1105 (9 113 2

10 Mb/s 1170 @7 168 (47

1 Mbfs 1272 (65) 204 (56)

100 Kb/s 1409 38) 231 o4

The second column shows the totat running time of the bench-
mark at various bandwidths for the baseline policy. Each data
point is the mean of three trials, with standard deviation in
parentheses. The third column is obtained by summing the
execution times of tha individual cperations that make up the
benchmark.

Table 4. Benchmark Time: Baseline

Bandwidth | Resume Latency
(secs)

100 Mb/s 10.3 (0.1

10 Mb/s 10.2 (0.0

1 Mb/s 10.2 0.0y

100 Kb/s 11.4 ©.0)

This table shows the resume latency for for the fully proactive
policy at different bandwidths. Each data point is the mean of
three trials; standard deviations are in parentheses.

Table 5. Resume Latency: Fully Proactive

We expect this policy to be most effective when a user is
working among a small set of sites, such as when alternating
between home and work. If two sites start in a synchronized
virtual state, then the state to be transferred during travel
is limited to the unigue state modified during 7. Like the
baseline policy, after a successful resume the fully proactive
policy permits operation at site2 while disconnected.

For this policy, we expect resume latency to be shortest,
because all state transfer has been moved to time #3. Slow-
down will also be minimal hecause all state is available be-
fore resume. As in the baseline case, trickle reintegration
coniributes slightly to this slowdown.

6.6.2 Results

With a fully proactive policy one expects resume latency
to be bandwidth-independentand very small because all nec-
essary files are already cached. The only delays incurred are
those of Vulpes uncompressing the file containing the sus-
pended VM memory image, and of VMware launching a
VM with this image. Table 5 confirms this intuition. Re-
sume latency ts only 10 - 11 secs at all bandwidths,

Post-resume ISR execution under a fully proactive pol-
icy is indistinguishable from the baseline policy. The user

experience, including slowdown, is identical. The results of

Table 4 therefore apply to both policies. Clearly, the fully
proactive policy is very attractive [rom the viewpoint of re-
sume latency and stowdown.

What is the minimum travel time for a fully proactive
policy to be feasible? This duration corresponds to 2 + 13

in Figure 7. There are two extreme cases Lo consider. In the
best case, the reswne site is known well in advance and its
cache has been closely tracking the cache slate at the sus-
pend site.  All that needs to be transferred is the residual
dirty state at suspend — the same staie that is transferred to
servers during 12, For our experimental configuration, we
estimate this state to be about 47 MB at the mid-point of
benchmark exccution. Using observed throughput values in
our prolotype, this translates to minimum best case travel
time of 43 secs with a 100 Mb/s network, and about 90 secs
with a 10 Mb/s network. Both of these are credible band-
widths and walking distances today between collaborating
workers in a university campus, corporate campus or factory.

At lower bandwidths, we estimate the best case travel
time to be at least 800 secs (roughly 14 minutes) at 1 Mb/s,
and 8000 secs (roughly 2 hours and 15 minutes) at 100 Kb/s.
The 14 minute travel time is shorter than many commutes
between home and work, and bandwidths close to | Mb/s
are available to many homes today.

In the worst case, the resume site has a completely cold
cache and is only identified at the moment of suspend. In
that case, £3 must be long enough to transfer the entire state
of the VM. From the baseline resume latencies in Table 3 and
the value of 12 above, we estimate minimum travel time to be
2550 secs (roughly 43 minutes) for a 100 Mb/s network, and
5250 secs {88 minutes) for a 10 Mb/s network. These are
plausible travel times from office or home to aircraft seat.

To summarize, there are some cOMMON Usage scenarios
today where a fully proactive strategy makes ISR viable.
Over time, network infrastructure will improve, but travel
times are unlikely to decrease. Hence, we expect ISR with a
fully proactive policy to become viable for a broader range
of scenarios in the fulure.

6.7 Pure Demand-Fetch Policy
6.7.1 Description

Suppose a user arrives unexpectedly at an ISR site, If
we wish to keep 4 as short as possible, we can use a pure
demand-fetch policy to amortize the cost of retrieving the
VM disk state over t5. In this policy, only virtual mem-
ory state is retrieved during 4, the transfer of disk state in
128 KB chunks is deferred. As soon as the virtual mem-
ory state has arrived, the VM is launched. Then, during 13,
disk accesses by the VM may result in cache misses that are
serviced from the file server.

We expect the resume latency for this policy to be short,
as only critical state is transferred during r4. We also expect
substantial slowdown because of cache misses during ¢5.
6.7.2 Results

In our prototype, the state transferred at resume for pure
demand-fetch is the compressed memory image of the VM
at suspend (roughly 41 MB). The transfer time for this file
is a lower hound on resume latency for this policy at any
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may be willing to carry something small and unobtrusive
if that would enhance their ISR usage experience. Today,
USB and Firewire storage devices in the form of storage key-
chains or microdrives are widely available. By serving as a
local source of critical data, such a device could improve ISR
performance at sites with poor network connectivity.

There are at least two risks with using a portable stor-
age device to hold VM state. First, it could be out of date
with respect to current VM state in the distributed file sys-
tem, This might happen, for example, if the user forgets to
update the device at suspend or if he absent-mindedly picks
up the wrong device for travel. Second, the device may be
lost, broken or stolen while travelling. These considerations
suggest that ISR should treat a portable storage device only
as a performance enhancement, not a substitute, for the un-
derlying distributed file system. They also suggesi that data
on portable devices be self-validating: a stale device may not
improve performance, but should do no harm,

7.2 Lookaside Cache Miss Handling

We have extended Coda with a simple yet versatile
mechanism called lookaside caching to take advantage of
portable storage as a performance enhancement. Lookaside
caching consists of three paris: a small change to the client-
server protocol; a quick index check (the “lookaside™) in the
code path for handling a cache miss; and a tool for gener-
ating lookaside indexes. Dynamic inclusion or exclusion of
indexes is done through user commands.

Figure 8 illustrates the steps involved in handling a cache
miss through lookaside. In the modified client-server proto-
col, access 10 a non-cached file begins with an RPC to obtain
file attributes such as file size and modification time. This
RPC now returns the SHA-T hash value [19] of the file. The
change adds only 20 bytes 1o the size of the original RPC
reply, which is acceptable even on slow networks. Coda’s
callback mechanism ensures that cached bash information
tracks server updates.

The lookaside occurs between the RPCs to fetch file sta-
tus and file contents. Since the client possesses the hash of
the file at this point, it can cheaply consult one or more focal
lookaside indexes to see if a local file with identical SHA-1
value exists. Trusting in the collision resistance of SHA-1,

a copy of the local file can then be a substitute for the RPC
to fetch file contents. To delect version skew between the
local file and its index, the SHA-1 hash of the local file is re-
computed. In case of a mismatch, the local file substitution is
suppressed and the cache miss is serviced by contacting the
file server. Coda’s consistency model is not compromised,
although some small amount amount of work is wasted on
the lookaside path.

The index tool walks the file tree rooted at a specified
pathname. It computes the SHA-1 hash of each file and en-
ters the filename-hash pair into the index file. The only re-
quirement on the file tree is that it be part of the file name
space on which the tool is run: it can be local, on a mounted
storage device, or even on a nearby NFS or Samba server.
For a removable medium, the index is located on the medium
itself. This yields a self-describing portable storage device
that can be used at any ISR site.

7.3 Demand-Fetch with Lookaside Policy
7.3.1 Description

The performance of the pure demand-fetch policy, dis-
cussed in Section 6.7, can be improved by using lookaside
caching. If a user is willing to wait briefly at suspend, the
virtual memory image and a lookaside index for it can be
written to his portable storage device. He can then remove
the device and carry it with him. At the resume site, looka-
side caching can use the device to reduce 4.

Another use of lookaside caching exploits the fact that
many parts of VM state rarely change. For example, the
parts of VM disk state corresponding to executable code for
applications and dynamically linked libraries do not change
alter installation. An organization that deploys ISR could
make this VM state widely available on read-only media
such as CD-ROMs or DVDs. Lookaside caching from such
media can reduce the cost of cache misses during 15, and
hence improve the stowdown metric. Note that management
complexity is not increased because misplaced or missing
media do nol hurt correctness. Since multiple lookaside de-
vices can be in use simultaneously, these distinct uses of
lookaside caching can be easily combined.

7.3.2 Results

Our experiments show that demand fetch performance
can be substantially improved through lookaside caching.
Table 10 presents our results for the case where a portable
storage device is updated with the compressed virtual mem-
ory image at suspend, and used as a lookaside device at
resume. Comparing Tables 10 and 6 we see that the im-
provement is noticeable below 100 Mb/s, and is dramatic at
100 Kb/s. A resume time of just 12 secs rather than 317 secs
{at I Mb/s) or 4301 secs (at 100 Kb/s) can make a world of
adifference to a user with a few minutes of time in a colfee
shop or a waiting room. Even at 10 Mb/s, resume latency is
a factor of 3 faster {12 secs rather than 39 sees).
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These figures compares the distribution of slowdown for the operations of the CDA benchmark without lookaside caching to their
slowdowns with lcokaside caching to a DVD.

Figure 9. Impact of Lookaside Caching on Slowdown of CDA Benchmark Operations
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