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Figure 6: Parking Space Finder application front-end showing
directions to nearest available parking space.

steganographically-encoding sensitive image content in the sense-
let’s output.

Second, IRISNET supports a set of privacy-preserving filters that
process the sensor data before it is made available to application
senselets. For instance, for the PSF application, IRISNET cur-
rently pre-processes camera images by finding human faces [46]
and replacing each face with a black box—making it more diffi-
cult to identify pedestrians in these images. A license plate de-
tector could be similarly employed to anonymize vehicles. Such
privacy-preserving filters will become more powerful as automatic
techniques for more sophisticated object detection and scene anal-
ysis are developed. The architecture for privacy-preserving filters
is shown in Figure 2. Raw video data is available only to a set
of privileged senselets, such as those that the owner of a camera
may deploy for personal use. The anonymized data is shared with
standard IRISNET application senselets. The SA runtime employs
cryptographic signatures to verify the identity of privileged sense-
lets before execution.

4. PROTOTYPE DEPLOYMENTS

The IRISNET framework has been applied to and tested in sev-
eral different application domains, including image-based oceanog-
raphy and network monitoring. These applications illustrate the
flexible nature of the IRISNET system, in particular its ability to
work with both imaging and non-imaging sensors. Three such pro-
totype applications are outlined below.

4.1 Parking Space Finder

The Parking Space Finder (PSF) is intended to provide the useful
service of locating available parking spaces near a desired destina-
tion and directing the driver to such a space (see Figure 6). The
system utilizes a set of cameras connected to IRISNET SAs run-
ning senselets to (1) detect the presence of cars in spaces and (2)
update the distributed database with this high-level semantic infor-
mation. The database itself is organized according to a geographic
hierarchy, and is logically divided by region, city, neighborhood,
block, etc. This hierarchy fits well with the application, as any up-
date from a given camera or query from a given driver is likely to
touch only small subtrees of the database, improving the scalability
of the distributed system.

Sand Bars

Figure 7: Images from the IRISNET Coastal Imaging proto-
type. On the left, raw video frames. On the right, temporally
smoothed images revealing the sand bars.

The PSF front-end is a web-based interface that takes as input the
desired destination and current location. It queries IRISNET for the
closest spot to the destination that is not occupied, and that matches
other user-specified parameters, e.g., whether covered, if a permit
is required, maximum hourly rate, etc. The front-end then uses
Yahoo!(® Maps online service to generate driving directions to the
available parking spot. We imagine that in the future, this front-end
can be integrated into a car’s navigation system, and would be able
to get current location and destination directly from the system, and
make use of the built-in mapping to generate driving directions.

The PSF is able to handle some real-world constraints on de-
ployed camera systems. For example, a single camera may not be
able to cover a particular parking lot. Our current PSF senselet is
able to use feeds from multiple, oblique camera views and stitch
them together to produce an image that covers the entire lot (as in
Figure 5), before running car detection routines. The detector uses
variance of pixel intensity in image regions to determine whether
a parking space is occupied. A more sophisticated detector could
employ machine learning techniques to acquire visual models of
empty spaces, or employ techniques to directly determine the pres-
ence of cars.

4.2 Coastal Imaging

In collaboration with oceanographers of the Argus project [1] at
Oregon State University, we have developed a coastal imaging ap-
plication on IRISNET. SAs connected to cameras deployed along
the Oregon coastline run senselets to detect and monitor near-shore
phenomena, such as riptides and the formation of sandbars. The
system can capture and store still and temporally smoothed im-
ages, essentially raw data, and also distilled, high-level information
processed through senselets. See Figure 7. Using IRISNET sense-
lets, the application allows oceanographers to run their detection
algorithms at the remote site. This permits a greater fidelity of ob-
servation (more images can be examined) than is possible through
previous efforts that collected raw data over low-bandwidth mo-
dem and long-range radio links for centralized processing. Users
can dynamically change parameters of the senselets, vary data sam-
pling rates, and even install new processing algorithms to the re-
mote camera sites, without interrupting service or making a trip to
the coast.

One important type of oceanographic image-based sensor is the
pixel stack [24]. These detectors track time-varying intensities of
series of small regions of interest (ROIs) in coastal images, and
correlate these changes with various phenomena. An important as-
pect of using these detectors is the correct association of regions
in the images with real-world locations and coordinates. Extrinsic
calibration techniques applied in IRISNET (Section 3), along with



a few known ground truth points, can be used to accurately deter-
mine the correspondences between image regions and global coor-
dinates. Furthermore, we have implemented a technique to provide
a composite overhead view of the coastline, by projecting multiple
camera images onto global coordinates and stitching them together
(Section 3.3). Such a rectified, composite image is designed to as-
sist in the instrumenting of pixel sensors, permitting the user to
select locations based on a world or map coordinate frame, which
the system can automatically convert to ROIs in the source images.

4.3 IrisLog

IRISLOG [2] is a distributed infrastructure monitor that demon-
strates the scalability of IRISNET, as well as its use outside the
context of image-based sensing. IRISLOG is deployed in Planet-
Lab [3,37], an open, globally distributed infrastructure for Internet-
scale network services. Currently, IRISLOG monitors over 500
PlanetLab hosts at 270 sites spanning 5 continents, and is the largest
IRISNET deployment to date. Rather than using physical sensors,
this application uses machine statistics, e.g., CPU load or network
bandwidth consumption, and system logs as sensor inputs. It al-
lows efficient querying of both individual and aggregate machine
statistics and resource utilization across the PlanetLab infrastruc-
ture.

The database schema used in IRISLOG employs a geographic
XML hierarchy, a slice of which is shown in Figure 3. At each host
machine, a set of monitoring tools is executed periodically to log
machine and user statistics, which are used to update locally-hosted
fragments of the distributed database corresponding to the machine.
Fragments corresponding to higher levels of the XML tree are auto-
matically distributed among various machines, based on query load
and performance, and replicated for fault tolerance. Compared to a
system that streams log information from each host to a centralized
monitoring station, IRISLOG both distributes the processing load
for handling user queries, and reduces total bandwidth for handling
statistics updates.

5. RELATED WORK

In this section, we explore related efforts in the following areas
of work: sensor networks, distributed databases, and multi-camera
systems. Note that while each of these related efforts addresses
a subset of the issues in creating sensor services, only IRISNET
provides a complete solution for enabling such applications.
Sensor Networks. Sensor networks and IRISNET share the goal of
making real world measurements accessible by applications. Viewed
broadly, specialized sensor networks have been used for years for

home security, building monitoring, etc. Networks of sensor “motes”,

small nodes containing a simple processor, a little memory, a wire-
less network connection and a sensing device, have been used for
studying habitat and environment (e.g., behavior of birds at Great
Duck Island [45], population of CaneToads in Australia [25], im-
pact of climate on ecosystems at UC James Reserve [7]), for mon-
itoring structural integrity of buildings [47], and for addressing
several problems in the area of agriculture [16], health [39], ed-
ucation [42], etc. In contrast with these previous deployments,
we believe that IRISNET is the first work that considers sensor
networks with intelligent sensor nodes, high bit-rate sensor feeds,
global scale, and infrastructure support.

Earlier key contributions in the area of sensor networks include
designs for tiny operating systems [22] and low-power network
protocols [29]. Existing systems have relied on techniques such as
directed diffusion [21] to direct sensor readings to interested par-
ties or long-running queries [8] to retrieve the needed sensor data
to a front-end database. Other groups have explored using query

techniques for streaming data and using sensor proxies to coordi-
nate queries [32-34]. These designs are most relevant to sensor
networks that use resource-constrained sensor motes. As a result,
many of the proposed techniques are not applicable to the envi-
ronment that IRISNET considers. Recent efforts have begun to
explore sensor networks that mix motes with more powerful mi-
croservers [17]. However, these efforts still do not address other
aspects of IRISNET’s target environment.

Distributed Databases. The distributed database component of
IRISNET shares much in common with a variety of large-scale dis-
tributed databases. Harren et al. [19] have investigated peer-to-
peer databases that provide a richer querying model than the exact-
match queries supported by existing DHT systems, to limited suc-
cess (significant hotspots in storage, processing, and routing were
reported). Distributed databases supporting a full query process-
ing language such as SQL are a well-studied topic [41], with the
focus on supporting distributed transactions or other consistency
guarantees (c.f. [5,6,13,18,28,38,40]). None of the previous work
addresses the difficulties in distributed query processing over a hi-
erarchically organized, XML document. Suciu presented efficient
query evaluation algorithms for a collection of XML documents on
different sites that are connected through links [44]. Unlike this
work, IRISNET maintains a single logical XML document, keep-
ing the underlying fragmentation and distribution of the document
transparent from the users.

Multi-Camera Systems and Algorithms. There has been signifi-
cant research in the area of networked multi-camera systems, such
as Video Surveillance and Monitoring (VSAM) [14]. Much of that
work has centered on the development of algorithms for detect-
ing objects of interest and tracking them within and between cam-
eras. The automatic calibration of large-scale camera networks has
also been the subject of recent research, such as Lee er al. [30]
and Stauffer and Tieu [43]. These efforts are complementary to
IRISNET’s focus on wide-area scaling and application development
tools.

6. CONCLUSION

Despite the availability of low-cost multimedia sensors, wired
and wireless networking hardware, and cheap computers, there has
been a dearth of real-world, wide-area multimedia sensing appli-
cations, due to the difficulties in building large-scale distributed
systems and the challenges of dealing with large volumes of data.
IRISNET has been designed to enable such a class of Internet-scale
applications, that utilize large collections of high bit-rate sensors.
The system provides core services that permit efficient process-
ing and filtering of data at the source, the sharing and reuse of
large sensor deployments, efficient querying and updates of col-
lected data, replication and fault tolerance, and multi-sensor cali-
bration. Overall, the IRISNET framework eases the development
of Internet-scale sensing applications by shielding developers from
many of the complexities of implementing an efficient distributed
system, thus enabling them to focus on the domain-specific aspects
of their task.
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