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Abstract toring services (e.g., PIER [16] and Astrolabe [30Bs-
LogG uses a (distributed) database-centric approach to mon-
Recently, there has been increasing deployment of digring. IRISLOG provides a variety of mechanisms to ef-
tributed infrastructure and applications such as Akamféigiently query the hierarchical, distributed XML database
PlanetLab and DHTs. A highly-available monitoring sethat stores the monitoring data.
vice for these systems is vital to ensuring their smooth op-The greatest challenge in makihgisLoG robust is the
eration. In this setting, a key challenge to high availabjpresence of correlated failures — when one node of the mon-
ity is the presence of correlated failures, not addresseditoyed system fails, it is likely that others have failed as
previous monitoring services. This paper presents our &@ll. Such correlations may result from a variety of rea-
proach to achieving high availability ilRISLOG, a cus- sons, including: 1) a single request to the monitored sys-
tomizable wide-area monitoring servicdRISLOG incor- tem may trigger the same bug on many nodes; 2) the mon-
porates a replication design based on Signed Quorum Sisred system may be targeted by a denial of service attack
tems and a load-balancing design based on a novel XMtsubject to localized phenomena such as power outages or
database-fragmentation algorithm to achieve our availalietwork damage; 3) the similarities between the monitored
ity goals. Using a combination of simulation under a tumodes make them susceptible to particular failures (worms,
able correlated failure model and results derived from a re@uses, etc.); and 4) human errors in the management of
world deployment on PlanetLab, we show thatsLoG is the monitored system may disable several nodes. Anecdo-
able to achieve an availability level significantly higher thaml evidence on PlanetLakzoncurs with this observation.
previous techniques. BecausdRISLOG must co-exist on the same nodes as the
system it monitors (to interact with the system and to mini-
. mize the total resources needed), it must continue to provide
1 Introduction service despite these correlated failures. To the best of our
knowledge, we are the first to comprehensively study the
Over the past few years, there has been increasing intereghipact of these correlated failures on monitoring services.
deploying new distributed infrastructures (e.g., Akamai [1], Unfortunately, we find that commonly used fault-tolerant
PlanetLab [3], RON [5]) and new distributed applicationgplication designs, such as the Majority quorum system
(e.g., Distributed Hash Tables and Content Delivery NgiajoRrITY) [29], perform poorly when failures become
works). Monitoring such applications and infrastructurerrelated. WhileM AJoRITY works well with uncorrelated
plays a key role in ensuring their availability, evaluatingilures, and is provably the best among all quorum sys-
their performance, identifying bugs, etc. However, the dgms [7], we show that correlated failures have a devastating
velopment of such monitoring services is often left to thsfect on its availability. An important result from our study
last minute despite the fact that it may rival the monitoregl that adding more replicas provides rapidly diminishing
system in both size and complexity. As a result, the monitefyailability improvements foM AJORITY when failures are
ing service is often haphazardly and poorly built, with keyorrelated. Under some levels of correlation, adding more
robustness requirements being largely ignored. In fact, #glicas no longer helps beyond a certain point, providing
robustness requirements of the monitoring service are gfr upper limit on the best possible availabillAJoRITY
ten more stringent than that of the service being monitore@n achieve, regardless of the number of replicas used.
because monitoring results are most useful when problemso achieve high availability despite correlated failures,
arise. The focus of this paper is to identify key design prinr|sLoG uses two complementary techniques to address
ciple_s for making monitoring services highl)_/ ro-bUSt-' . 'Recent emails on th@lanetlab-users mailing list indicate man
This paper presents our approach to achieving high av?éllll_ures up to the OSDI'04 submission deadline, e?s well as many h)i/ghly

abi”t_y in IRISLOG, a customizable Wide'area monitoring)\(erloaded nodes. One email on 5/11/2004 indicated 30 simultaneous node
service that we have developed. Like several other mofaitures.




two complementary types of correlated failures. Fimts- with IRISLOG, the negative effects of correlation are sig-
LoG applies a replication design based on Signed Quorunificantly smaller than wittMAJORITY. In one setting, for
Systems (SQS) [35].IRISLOG's design improves avail- example, our design with just 15 replicas (of which only
ability over MAJORITY by eliminating the requirement that4 need to be accessed on a read or write) achieves a level
a majority of a data item’s replicas be available for comwf unavailability plus inconsistency that is smaller than the
sistency maintenance, at the cost of a small probabiligwel of unavailability achieved b AJORITY even with

of reading stale data. Furthermore, because neither re2@3 replicas. MoreoverRISLOG's advantage oveMA-

nor writes need to access a majoritgISLOG enables the JORITY grows with increasing number of replicas and in-
use of a large number of replicas without incurring a largeeasing correlation.

cost for reads and writesIRISLOG'S replication design  To evaluate our fragmentation algoritfPosT, we emu-
mainly serves to guard againshtargetedcorrelated fail- late ourPLAB-MONITOR service on Emulab [2]. We use
ures, i.e., failures not directly targeting the nodes in a péne reallRISLOG code base and the trace of user queries
ticular replica group. For example, suppose a monitored apllected fromPLAB-MONITOR over 4 months. The results
plication causes simultaneous failures of 10 of the 100 nodd®w thatPosT yields roughly as good a fragmentation as
on whichlIRISLOG is deployed. For untargeted failures, imn optimal algorithm, in a fraction of the time (in one set-
any 20 nodes thatrISLOG may have chosen to use as t@ing, POST takes a few seconds to compute the fragmenta-
replica group, we will likely see 2 instead of 10 simultandion while the optimal algorithm takes over an hour). Thus,
ous failures. We expect most system software or hardw&®@sT enables the system to react swiftly in anticipation of
failures to be untargeted as long as we choose replicas m@rerload, thereby avoiding correlated overload failures. Fi-

domly. Likewise, we expect most external attackd Rrs-

nally, we also report the performance on PlanetLab of the

LoG to result in untargeted failures as long as we are alalforementioned®LAB-MONITOR andESM-MONITOR.

to conceal the specifics of replica groupings.
Second,IrRISLOG may also suffer fromargetedcorre-
lated failures, i.e., failures focused on the nodes in a particu-
lar replica group. A primary source of targeted failures is the
simultaneous overload of the replicas in a replica group, by
intentionally or accidentally directing bursts of monitoring
queries to the same monitoring datéhereby overloading
all the nodes hosting replicas of that data. To this end, the

second technique ilRISLOG for providing high availabil- 2.

ity is a decentralized load-balancing algorithm calRmsT.
When a node is approaching overlo&h)ST examines the
workload directed to the monitoring data stored at the node.
It identifies the portions of the monitoring data that should
be offloaded to other (lightly loaded) nodes in order to both
reduce the load below a target threshold and minimize the
communication between nodeBosT exploits both the hi-

erarchical structure of the monitoring database and the typ-

ical routing of monitoring queries, in order to make these
complex fragmentation decisions efficiently.

We have implementelRisL OG (the source code is avail-
able atwww.intel-iris.net ), and used it to build a
variety of customized monitoring services.

In summary, the contributions of this paper are:

1. We are the first to study how to build a monitoring sys-

tem that is highly available despite correlated failures.
We show that traditional designs are unable to cope
with such failures. We describe the design®ifsL oG,

a customizable wide-area monitoring service highly re-
silient to correlated failures.

We describe howRISLOG incorporates SQS into its
replication design, and study the availability Iefis-
LoG under untargeted correlated failures, using both
simulation and analysis. Our results show that even the
sum of inconsistency and unavailability iRISLOG is
significantly smaller than the unavailability fAJOR-

ITY under modest to large correlation.

We presenPosT, a new, efficient algorithm that bal-
ances load by dynamically fragmenting hierarchically-
organized data (in our case XML data) across a col-
lection of nodes. This mitigates the negative effects of
overload-based targeted correlated failures.

One service, The rest of the paper is organized as follows. Section 2

called PLAB-MONITOR, monitors 310 PlanetLab nodesdiscusses related work. Section 3 presentd ghsel OG ar-
and has been publicly available since November 206Bitecture. Section 4 presentsiSLOG's replication design

(www.intel-iris.net/irislog ). Another IRIS-

and its analysis under a tunable correlation model.

Sec-

LoG service, calledESM-MoONITOR, monitors deploy- tion 5 describe$0ST. Section 6 reports on our experimen-
ments of End System Multicast [15], an operational Interrntad study. Finally, Section 7 presents conclusions.

broadcast system based on overlay multicast.
Through both analytical study and extensive simulati
using a tunable model for correlated failures, we show tHat

Related Work

2Similarly, actions by the monitored system can trigger burstspsf A NUMber of wide-area monitoring systems have been de-

datesto the same monitoring data.

veloped recently, including ACME [25], Astrolabe [30]



Ganglia [22], PIER [16], SDIMS [33] and Sophia [31]polynomial time algorithms are known for DAGs and Trees.
Though these systems differ in many aspects from edkte algorithm in [28] finds an optimal partitioning of a DAG
other, none of them focuses on providing high-availabilitp O(n®) time, wheren is the number of nodes in the DAG.
against correlated failures. Some systems (e.g., PIER) Assimpler algorithm [19] addresses a constrained version of
distributed hash tables (DHTS) to improve availability, bilhe problem (tree with integer weight functions) and finds
they do not provide data consistency in the presence of tille optimal partitioning in pseudo-linear time (effectively
going data updates. Our replication techniques and evaldiase toO(n®) in our scenario). None of these previous
tion results are applicable to DHT-based systems as wellalgorithms are intended to be used online and their com-

Traditional availability studies typically assume indeperﬁ)utational overheads make them infeasible for the case of
dent failures. Correlated failures have drawn more attentiéieusands of XML elements.
from researchers recently [6, 10, 12, 32]. Cui et al. [10]
study how to take correlation into account when choosin ) )
backup paths in overlay routing, based on Internet mea&é— IrisLog Architecture
ment traces. Correlated failures are also studied [6] in the
context of survivable storage systems based on availabilf§is section provides an overview of the architecture
traces of desktops [8] and different web servers. One mafr IRISLOG.  IRISLOG takes a database-centric and
difference between these efforts and our research is that¥fBsor/actuator-centric approach to address several key
availability inIRISL oG is influenced by consistency maintechallenges of monitoring a distributed application (or in-
nance and replica regeneration. These issues are not préagifucture) running on a wide-area collection of physical
in the previous two efforts and is in fact our focus. In thodes (calledhosty. First, applications are modified to pro-
context of [6, 10], it is also easier to derive the actual levéide a sensor-like report at each host about the status and
of correlation from measurement data. It is more challer@Peration of the application component running on the host.
ing to construct a representative correlation model for ug#milarly, an actuator-like interface is provided at each host
in IRISLOG, because our goal is to guard against buggy dpat enables modifying the component's behavior or con-
plication and DoS attacks, and also because of the needfi@4ration. Second, a distributed XML database is main-
overprovisioning in our context. Thus instead, we strive {gined to store the continuously changing data obtained from
make observations that are likely to extend beyond our s sensors monitoring the distributed applications. Finally,
cific model of correlation. We also study a larger number Bp€rs can use XPATH [4], a standard query language for
replicas than [6], where onlyOreplicas are considered. XML, both to inspect the status of the collection of applica-

From a theoretical perspective, researchers [12] hd hosts and to contrgl their behavior.
studied how to design fault-tolerant algorithms when the OUr database-centric approach enables us to support a
exact correlation pattern (i.e., which set of nodes alwagQWwerful query language and arbitrary queries on the sen-
crash simultaneously) is known. In comparison, our stug9" data, even if the queries were not thoughagriori.
on IRISLOG is based on a tunable correlation model wherd'€ database is distributed for scalability and availability.
the correlation pattern is not known beforehand. Weathdf2€ Sémi-structured nature of XML gives the flexibility of

spoon et al. [32] focus on finding a set of replicas with smaPt Peing restricted to a predefined rigid database schema
failure correlation in order to improve availability, which ighence part of the schema can be modified online without

complementary to our efforts of improving availability un&ffécting the rest) and enables a rich and evolving set of
der a given level of correlation. data types, aggregate fields, etc., through the use of self-

Majority quorum system [29] is an instance of traditioneﬂescnbmg tags. Moreover, the hierarchical nature of XML

. rovides the opportunity to perform efficient in-network ag-
quorum systems [.7]' Signed Q uorum Systems (SQS) Wgrr%gation and to efficiently scope queries to only the relevant
initially proposed in [35], which focuses on the theoret Sarts of the database
cal structure and optimality of SQS' This baper implemerﬁsWhile the high—levél advantages of a distributed XML
SQS inareal sygtem and is the first to study its beha\{lor ‘[htabase are clear, realizing such a design is challenging.
der correlated failures. We also address the refresh |ssu?R|InsLOG leverages our earlier work on a wide-area sensor
SQS that.wa.s not previpu_sly discussed in [35]. The regentliwork, IRISNET [11, 23], to address some of these chal-
ation design 'HR.'SLOG Is influenced by RAMBO [21] and lenges. iRISLOG mai’ntain’s a separate XML database for
boemaE\s;iZ)]r, S:é;eég]r?égégﬂg ﬁu?eosr Om studies the SySter(Ta1ach application being monitored. The XML database can
) o be viewed as a tree defining a hieraréand each tree node
The PosT fragmentation algorithm is related to the clasg 54 XML element The XML database can be fragmented

sic graph partitioning problem, which has been addressed, j{y replicated among a set of hosiRISLOG supports a
many contexts such as VLSI circuit optimization [17, 28].

Although the problem is NP-Complete for general graphs, 3Note that multiple hierarchies can be defined over the same data.




Country . Region . §te . Machine 4 Replication Design inIRISLOG

: Non-USA ' USA-West : MIT : CMU-1
e o e o This section provides a brief description of the replication
LT S T A design inlrRisLoG and then studies its availability using an
Eat R BT I ‘ analytical approach. Our discussion on the design is not
O ‘\\,«‘ ¥ .\’\--,_ .\\ — @ intended to be complete, but rather, to focus on the issues
Planctia [ S HBA= USATEast S GMU s MU that are related to our availability study.
‘e e e
- USA-Mid  Harvard  CMU-3 4.1 Design Overview

Figure 1. Part of the XML database used BLAB- In IRISLOG, each host maintains a fragment of the XML

MONITOR, a PlanetLab monitoring service. The databagatabase containing sensor data such as monitored CPU

is fragmented and placed in four hosts (shown as shadedpad over time, and user data such as triggers inserted by
users. For robustness, the XML elements in a fragment
are partitioned into a collection of replication units, called

flexible fragmentation of the XML database—any subset @ta ittmsand each such data item is replicated on multiple
XML elements can be placed in any set of hosts. Figurd@sts! The set of hosts for a given data item is called its
shows the hierarchy used in oRLAB-MONITOR service eplica group Each such host is calledreplica

and a hypothetical fragmentation of it among four hosts. A replica is aprimary of a replica group if it believes
that it has the smallest Pamong all live replicas in the

The XML semantic hierarchy allows users to scope thglipjica group. Such belief is obtained using inaccurate fail-
queries to individual subtrees in the hierarchy instead @ detection, and it is possible for one replica group to have
routing all queries via the rootrISL 0G currently supports yytiple primaries. A primary of a replica group contain-
two types of queriespull queriesfor collecting a snapshoting particular XML elements periodically (every 10 seconds
of the sensor data, amlish querieswhich cause sensoriy |risLog) pushes corresponding updates to the replica
data or aggregates (periodically or on change) to be pusieglips containing the parent XML elements. A primary
up the hlergrchy for continuous data collection. Whlle eages not necessarily push updates upon every update in or-
pull query is routed independently, the data resulting frofay to control the traffic incurred. Otherwise if the XML
push queries are persistently stor_ed on aII_ relevant hogligments on a replica group have many children XML el-
One nice property of our query routing, inherited froR1S-  ements, the replica group will constantly receive updates
NET, is that pull queries only reach (and push queries §tgm pelow and try to push them upward. When the sensor
only stored on) hosts containing relevant XML elementgas some critical data that needs to be propagated promptly,
IRISLOG also lets users install database-stylggersthat e a1so allow the sensor to flag the update which will incur
interact with a set of actuators when a user-defined congdimediate push.
tion is sat|sf_|ed. Such fun(_:tlonahty is useful in gluing to- A primary is also responsible to periodically evaluate user
gether sensing and actuation to automate system mangggqers installed at the replica group. We choose to use a
ment tasks. primary to avoid unnecessary redundant push traffic or trig-

To customizelRISLOG in order to monitor a new appli- 9 evaluation. The correctness of our system is not affected

cation, application components residing on the host nod¥smultiple primaries, since multiple push of the same data
need to export the appropriate sensor/actuator interface [¢8] be filtered by the upper level replica group. While it
and anXML schemaneeds to be created, describing the HE Possible that a trigger is triggered multiple times, such
erarchical organization of the sensors and actuators. If §escenario is provably unavoidable in a failure-prone envi-
sired, custom aggregation functions (e.g., computing hf§hment (since it reduces to tiordinatedAttack prob-
tograms) not supported by XPATH can also be defined 2" [20))-

incorporated using a simple Java-based interface [9] pro-

vided by IRISLoG. Finally, IRISLOG's schema extension4 2 Quorum Intersection for Consistency

tool can be used to modify the schema online when, for ex-

ample, new sensors/actuator types and new application h§3té/AN environments, failures are the norm and a writer
are added. (e.g., a sensor updating sensor data, or a primary pushing

With the above architecture as a context, the rest of this*As discussed in Section 5, the partitioning of the database into data
paper will focus on two particular aspectsi@fisLoG that TS 's dynamic. - .

. . . In our design, it is not necessary to use IPs for such ordering purpose.

help IRISLOG tolerate correlated failures and achieve highhy ordering among the replicas suffices as long as all replicas agree on

availability. such ordering.



data to the parent replica group) to a data item may not al-

ways be able to update all the replicas, and a reader (e.g, a Public class ReplicaGroup
user posing a query) may not be able to read from all the Int sequenceNum;
replicas. Worse, failures may not always be detected ac- :j)ﬁ;t[_l]_;_ir_)hcas’
curately. For example, it is possible for a writer to believe '

that a replica has failed while a reader is able to reach the public class Toker|

very same replica. These issues lead to the possibility that String dataltemID;
a reader may not see the values written by previous writers, // List of replica groups sorted by sequenceNum
i.e., the data item it reads &ale notfresh In IRISLOG, ReplicaGroup[] repGroupList;

our consistency model is to require any read that starts (in  }
physical time) after a writ®V finishes to observé/. Note

that we assume that all writes commute and hence we do not
serialize writes. This is motivated by our monitoring context
where writes from the same sensor have version numbers or

timestamps to indicate_ which Wri_te to a data item is freshﬁbn_ For example, two replicas may simultaneously believe
On the other hand, writes from different sensors update dif ajlure of each other and then regenerate independently.
ferent data items and do not conflict. This may result in two disjoint new replica groups for the
Let a quorumdenote the set of replicas updated by &me data item. To avoid such scenarios, regeneration in
writer or read by a reader. If quorums intersect, then thex\MBO involves the Paxos consensus protocol [18] that
reader will observe at least one fresh copy, and can retiéQuires a majority of the replica group to be up and to co-

the value with the largest version number. A standard Waiinate with each other, in order to guarantee that a new
of ensuring quorum intersection is tNeAJORITY approach: yepjica group is unique.

each reader and writer is required to access a majority OfAfter regeneration, care must be taken so that the old

the replicas. If a rﬁader I(')r writer IS 'm.jleeb? a?)lehto a_CceSFeﬁlica group is properly retired, otherwise it is possible that
quorum, we say the replica groupasailable Otherwise, o oqqer ses the old replica group while a writer uses the

che replica _grlt()up |$mava|la_bdlearr]1d the read '(I)rb\{\llrlte fails. new replica group. In RAMBO, old replica groups are ex-
AJORITY IS known to provide the most availability amon licitly garbage collected using the data access quorums.

traditional quorum systems (i.e., those that guarantee in&ﬁy later reads or writes will see such information from

section) [7], so it provides a good comparison point for Yeir quorums, and thus realize that the replica group has
design. InlRISLOG we use a different approach for quoéxpired ’

rums that will be discussed in the next section. . .
In IRISLOG, because we will later us8igned Quorum
System§SQS) as the data access quorums and SQS does not
4.3 Replica Regeneration always guarantee intersection, directly adopting RAMBO's
design would potentially result in inconsistency regarding
In large-scale systems suchla&ssLOG, it is possible tae- whether a replica group has expired. Thus we use the fol-
generatefailed replicas in a replica group. Namely, whetowing design that utilizes loosely synchronized clocks on
replicas fail, instead of waiting for them to recover (in fageplicas. Every replica group, once established, has a time-
they may never recover), we can recruit other hosts in tleelive (TTL) of one day inlRiISLOG. We use a token (Fig-
system as new replicas. The hope is that regeneration takes2) to denote the list of currently unexpired replica groups
much shorter time. To regenerate, we need to shift thee a given data item. A new token is created as the result
replica group to exclude the failed replicas and to add neivthe Paxos protocol by appending the new replica group
ones. The regeneration protocollRisLOG is a simplified at the end of the list. The token is then published into the
version of RAMBO’s [21] with some small modificationslRISNET [11] naming layer. A token isalid if its TTL for
Following we provide a brief description, focusing on ththe latest replica group has not expired. For a read/write to
differences betweelrisL oG and RAMBO. access the data, the reader or writer must obtain a valid to-
The reads and writes ilrRISLOG use a much simplified ken and then access a quorum fremeryunexpired replica
protocol than RAMBO'’s two-phase protocol. RAMBO'group in the token. To ensure that there always exists valid
two-phase protocol serves to achidivearizability [13] for tokens for a data item, Paxos is executed once every 12
reads and writes. As mentioned earligzjsLoG assumes hours even when there is no need for regeneration.
that all writes are commutable and does not attempt to seriRequiring the reader or writer to access a quorum from all
alize writes. Thus inRISLOG, a read simply reads from aunexpired replica groups may appear suboptimal. However,
read quorum and a write writes to a write quorum. from a practical perspective, since regeneration occurs only
Regeneration is tricky in the face of false failure detewthen there are failures, the list of unexpired replica groups

Figure 2: A token.



01— , , , Based on this intuition, it is now possible for us to con-
struct quorums that are smaller than a majority. For exam-

. oa ple, we can simply probe atireplicas and permit the reader
% 0,001 or writer to proceed even if onlg replicas are reached.
g Clearly, if the reader and writer do not intersect (i.e., ac-
0.0001 cess some replica in common), there must be at [Bast
mismatches.
1e05 > 3 4 s 6 The previous design, however, requires the reader and
Number of Mismatches writer to contact all replicas. The SQS construction we will

use inlRISLOG is adopted from theptimal construction
Figure 3: Probability of simultaneous mismatches. Theigg[35]: A writer or reader probes the replicas according
are sample results from [34] based on RON [5] and the same fixed ordef until either s replicas are suc-
TACT [36] traces.). cessfully accessed or all replicas have been probedn

the former case, it can easily be proved that if the writer and
will likely to be short. Further, the different replica groupgeader do not intersect, there are at lesaistismatches. In
will have many replicas in common, so the cost of acceshe latter case, the replica group is unavailable. The value of
ing one quorum fronk replica groups is likely to be muchs can be tuned, and may be much less thada A largers

smaller than the cost of accessindisjoint quorums. decreases the probability of inconsistency but increases the
probability of unavailability.
4.4 Improving Availability under Correlated It is obvious that the above SQS construction improves

availability because we now need oslynstead oh/2 avail-
able replicas. This becomes critically important in the pres-
We now describe a key feature of our replication design treatce of highly correlated failures, because amt2replicas
enableslRISLOG to be far more robust against correlatedave failed, we are unable to regenerate and must wait for
failures than previous approaches: its us8ighed Quorum hosts to recover. WittMAJORITY the replica group is un-
System$SQS) [35]° available during this time, while withriSLOG, reads and
The use ofMAJORITY serves to guard against false failwrites can still proceed as long as« n/2 remain avail-
ure detections. For example, consider a replica groupatfle. A less obvious, but equally important advantage is
three replicash, B, andC, whereB has failed. Supposethat each read and write now accesses endyplicas instead
a writer believes thaB andC have failed, while a readerof n/2 replicas. In a large-scale distributed system, some-
believes thatA and B have failed. Under thd&MAJORITY times the limiting factor on the number of replicasnist
approach, the replica group is unavailable and neither wilhether there are sufficiently many hosts or sufficient disk
succeed. On the other hand, if a majority is not requireshace. For example, a popular web object can be replicated
the writer will only updateA while the reader will only read in a large number of proxy caches, and the same is true for
C and return stale data. We can define the status of eaddNS entry. It is more likely that the overhead of reads and
replica to be one of the following four cases: writes limits the number of replicas. Because SQS poten-
(+,—) Reachable from the writer but not from the reader.tially decouples read and write overhead from the number
(—,4) Reachable from the reader but not from the writer.Of replicas, we are able to use a larger number of replicas
(—,—) Not reachable from either the writer or the reader. than was previously feasible.
(+,+) Reachable from both the writer and the reader.

The status of(+,—) and (—,+) are calledmismatches 4 5 Data Refresh

In the previous scenario of stale read, there must be mis-

matches on both hostsandC. With quorum systems, not all replicas have fresh data. For
The intuition behind SQS is tha?lAJORITY is overly example, withMAJORITY on five replicas A, B, C, D and

pessimistic regarding the likelihood ¢f-,4) and (4, —) E, suppose A and B are temporarily unavailable, then only a

in the current Internet. Even though the probability of orfgajority of the replicas (C, D and E) have the fresh data.

replica being in such a status may not be small, the prob&ter, when C crashes and A recovers, the reader is still

bility that multiple replicas are all in such a status is smalguaranteed to see fresh data if it reads from a majority.

Figure 3 provides some sample results from [34] regardingThis becomes different in SQS. Suppase 2 and data

such probabilitieg. were first written taC andD. Later whenA recovers and

Failures

6We avoid the SQS formalism used in [35] to study the theoretical stribe wide-area (instead of residing in the same LAN).
ture of SQS, but rather focus on a specific, practical SQS design. 8Same as for choosing the primary, such ordering can be any ordering
“For such results to hold, the replicas must be randomly distributedont we use IP ordering irRISLOG.



crashes, we need to refresh the data item, soAleidC lack of a real representative correlation distribution, we will
have the fresh data. The original design [35] of SQS targetstead evaluate (by analysis and simulation) the availabil-
scenarios where the read happens not long after the wiie of IRISLOG under a tunable synthetic model, described
so that the probability of such a scenario is negligible. hext.
IRISLOG however, a user may pose a query long after theConsider auniverseof u hosts, which are the hosts run-
data item is written by the sensor. As a result, we needridg IRISLOG. Failure events arrive at each host indepen-
monitor the status of the replicas so that we always try dently, according to a Poisson distribution with that host's
ensure the first (according to the same order as used in SRISIFE (mean time to failure event). To introduce corre-
slive replicas have the fresh data. Note that this refreshiagion, each failure event causes the failures »f1 hosts,
fundamentally different from replica regeneration in that wiacluding the host where the event originates, with probabil-
only need to copy the data item in order to create more fraghp; (the choice ofp;’s is discussed below), fdr <i < u.
replicas. We do not need a majority of replicas to achieke our model, we assume that theise 1 additional hosts
consensus. are randomly chosen from the universe. From a practi-

Specifically, refresh is performed in the following way ial perspective, such an assumption is rarely true (e.g., in
IRIsLOG. Each live replicaR with fresh data monitors thethe buggy DHT example above). However, it is appropri-
preceding (according to the same order as used in SQS) &te when the hosts that form ealkisL oG replica group
replica and ensures that the previous live replica also l@e chosen at random from the universe (so that there is no
fresh data. The very first live replica monitors the status edrrelation to the application structure — the failures are not
all replicas in the replica group, and rewrites the data to tta#geted). In applications with potential targeted attacks on
first slive replicas whenever failures or recoveries occur. ARISL0G, making this assumption valid requires (at min-
long as there are at leastive replicas and at least one oimal) that IRISLOG does not reveal to the attacker which
which has fresh data, the abogata refresh checkrocess hosts comprise a replica group. Because of the multiple ran-
ensures that the firstlive replicas have fresh data. IrIs- dom failures for each failure event, each host’s true MTTF
Log, data refresh check is performed every 30 seconds. exceeds its MTTFE.

Our model has a tunable parametetetween0 and
oo that intuitively controls how strong the correlations are.
Whenp = 0, it means that failures are independent, while
p = o means that every failure event causes the failure of
In this section, we analyze the effectiveness of the repli@il hosts. Specifically, fob < p <, we use the followmg
tion design described above to mitigate the negative effeg@pmetric sequence for the values of s pi=c-p'.
of (untargeted) correlated failures. We will first develop Bhe normallzmg factoc serves to makgil, pi = 1 and
tunable synthetic model for untargeted correlated faﬂur@malsp(1 PR 10 whenp < 1, it is less and less likely for
Then we use this model to analytically study the unavadn event to cause more failuresplf- 1, then failures are so
ability and inconsistency diRISL0OG, and compare it to the highly correlated that it is more likely for an event to cause

4.6 An Analytical Study of IrisLog Availabil-
ity under Correlated Failures

unavailability ofMAJORITY.® a large number of failures than a small number of failures
(e.qg., failure of over half the hosts is more likely than failure
4.6.1 A Tunable Model for Correlated Failures of less than half). Each failed host recovers independently,

according to a Poisson distribution with that host's MTTR
With correlated failures, ailure eventcauses the failure of (mean time to recovery).
one or more hosts. If every failure event were to cause thean important property of our correlation model is that
failure of all the hosts, no system could survive. In practicgie “strength” of correlation does not change linearly with
there is likely to be a distribution on the number of failurgs, For a universe of size 200, Figure 4 plots the cumulative
caused by each failure event. Obtaining a representative distribution for the number of failures per event. The figure
tribution for the failure correlation in today’s Internet is aghows that correlation is rather small whee= 0.5. Even
open research question by itself, and is beyond the scop@/aEnp = 0.9, half of the events fail 7 or fewer nodes, which
this paper. Furthermore, it is likely that the distribution may only 3.5% of the nodes. When= 1.0, each event fails
vary significantly from case to case. For example, imagifRedes with equal probability far < i < 200
that IRISLOG is monitoring a buggy DHT implementation - As mentioned earlier, we believe that the exact model of

where certain reqUeStS cause the failures of all hosts in mre|ation can Vary Significantly depending on the infras_

peer’s routing table. Clearly, failure correlation will then de-

pend on the internal structure of the application. Given theé%or the corner case gf = 1, we setc = 1/u. Also note that thep

parameter controls the correlation in a specific failure model, and hence is
9We assume throughout this paper tNetJORITY also employs regen- not to be confused with the standard correlation coefficient (which ranges

eration to improve availability. from -1to 1).




Let P(j,n) be the probability that a failure event causes

- . ( - p=05 exactly j failures in a replica group afhosts 0 < j <n <
= 08¢/ p=08 1 u), for a givenp (0 < p < 1). Then a careful analysis (see
g i ppzzo%g S Appendix A) shows
% 00 /_’pi/zoi 7/7/7/”” 1 n j 1u—n U n
$ ol P ! i = (1) AP
= i k+1
E o2 ] o .
O - A closer examination of this formula reveals a subtle, yet
oy s ‘ fundamental effect of correlated failures on replication sys-
0 50 100 150 200 tems. To understand such effects, we can view the replica
Number of Failures per Event group as forming a “window” for us to observe failures from
) the whole universe afi hosts, and we only care about fail-
Figure 4: Effects op. ures that happen within the window. Failure events arrive
over the universe altogether at a rate o= u/MTTFE.
0.3 — —— Based on equation 1, Figure 5 plots the arrival rate of events
P=09 n=200 —— that cause a certain number of failures (normalized\py
025 1% p=09,n=30 -~ ] This figure demonstrates thimicreasing the window size
N p= 09,n=15 -~ P h ] o
0.2 p=0,n=30 - 1 effectively increases the “strength” of the correlation ob-
015 X p=0,n=15 ---M--- served in the window To see this, note that in the absence

of correlation p = 0), doubling the window size simply
doubles the arrival rate of those events causing a single fail-
ure within the window. Wheip = 0.9, however, doubling
does not double the single failure arrival rate, nor any multi-
failure arrival rates. This is apparent from the complex in-
teraction ofn on P(j,n). In contrast to when the entire uni-
verse is considered (the= 200 curve), the small window
Figure 5: The arrival rate of events that cause a certain nugduces the number of failures per failure event. Doubling
ber of failures within 15, 30, or 200 replicas. n makes some of the single-failure events in the window
become multiple-failure events in the window, while most
remain single-failure events. As will be shown both analyt-
tructures and applications being monitored, and a full exally and with simulation|RISL0G's SQS-based system is
ploration is beyond the scope of this paper. Our evaluatifam superior toMAJORITY at dealing with strong correla-
will also try to draw observations that are likely to genetions.
alize beyond our particular correlation model. However, toWe now consider the availability diRisLoc and MA-
provide a starting point of understanding, we collected a S®RITY. A replica group irfMAJORITY is unavailable when-
day long failure trace of around 200 PlanetLab nodes byer over half its hosts simultaneously fail. Il be the
trying to ssh onto each node around every 30 minutes. Weavailability of a replica group af hosts in a universe of
break the 200 nodes into four groups of 50, based on thewhosts undeMAJORITY. We can approximate the unavail-
phabetical ordering of domain names. The universe size aslity by (1) considering that a single failure event that fails
use is 384, which is the total number of nodes in PlanetLalt.least half the replica group is needed to initiate unavail-
We found that different windows roughly correspondpto ability, and (2) ignoring that additional failure events may
values from0.4 to 0.8, with the correlation increasing as tharrive while waiting to completely recovery from this ini-
OSDI'04 deadline approached. This also confirms our kigating failure event. That id)maj can be approximated by
lief that applications running on top of the infrastructure cahe arrival rate of failure events that faihosts (forj > n/2)
cause correlated failures. multiplied by the time to recovef—n/2+ 1 of those hosts
(so that we have fewer tham2 failed):

0.1
0.05

Normalized Arrival Rate (over A)

3 4 5 6 7
Number of Failures per Event

4.6.2 Analyzing IrisLog Availability u i MTTR

To analyzelRisLOG's availability under our tunable corre- Umai ~ U rrE 2/2 Ly 1
lated failure model, we examine the impact of correlated

host failures on an arbitrary replica group K u hosts. whereP(j,n) is defined in equation 1. For example, when
For simplicity in the analytical formulas, we will assum@ = .95 and the MTTFE is 14 times the MTTR, then even
that each host has the same MTTFE and the same MTTH. the replica group uses all 200 hosts£ n = 200), the

(2)



analysis works out to 0.0149 unavailability fBtAJORITY. 75 or more, indicating that failures are a far greater source

Thus,MAJORITY suffers greatly from correlated failures. of inconsistency than mismatches and the results are likely
In contrast, an analysis of the unavailabilitylefisSLoG to be insensitive to the formula 6f1'.

yields much more promising results. IRISLOG, a replica

group of sizen and quorum sizes becomes unavailableg,mmary. The analytical results using our correlation

when ovem —s of its hosts are currently failed, and it réq, o el appear to identify the dominant factors in unavailabil-

mains unavailable unt# or more of the hosts have recovTty and inconsistency. They show thBEAJORITY suffers

ered. LetUsisiog be the unavailability of a replica group ofyreatly from correlated failures, whiliisLoG better tol-

n hosts in a universe ai hosts undeiRISLOG with QUO-  grates such failures, achieving orders of magnitude smaller

rum sizes. Under the same two assumptions as were usgth,silability and a small probability of data inconsistency.

for equation 2 (witm — s+ 1 replacing “at least half”), and these conclusions are confirmed by our simulation results

using a similar argument, we obtain: in Section 6. In addition, note from equations 2—4 that dou-
bling the ratio of MTTFE to MTTR will halve the unavail-

(3) ability in bothMAJORITY andIRISLoG and halve the dom-
inant term in the inconsistency IRISLOG.

I MTTR

u n
Uirislog N P(j,n) F
MTTFE j=nZs+1 i=nZs+1 '

As an example of this result, note that wher= .95, the

MTTFE is 14 times the MTTR, and the replica group us ; ;

all 200 hosts{ = n = 200), the result works out to 1.4e-06?3 Load Sheddmg to Avoid Correlated
unavailability fors= 4, 3.1e-06 unavailability fos= 6, and Host Overload

5.5e-06 unavailability fos = 8.

Next we analyze the probability of inconsistencyiis- Signed quorum systems are most effective when failures are
Log, assuming availability. Inconsistency occurs in @ntargeted. InRISLOG, there can be several sources for tar-
replica group when the firsthosts reached by a reader ageted correlated failures. A primary source of targeted fail-
have stale data. Note that a writer updates the dirgists ures is the simultaneous overload of the replicas in a replica
it can reach (because we are assuming availability th@feup, by intentionally or accidentally directing bursts of
will be s such hosts). Thus, in the absence of subsequemnitoring queries to the same (replicated) data item. In
host failures there would always kéosts with fresh data, this section, we describe the mechanikrisL0G uses to
and the only source of inconsistency would be simultarguard against such host overload. The general idea is that
ous mismatches. The probability of mismatch is determink®iSLOG hosts, when approaching overload, shed load by
by the characteristics of network failures in today’s Interngtutomatically partitioning their XML fragments and trans-
Based on extensive results in [34] (also see Figure 3 for sd@fring them to other lightly loaded hosts. We focus on CPU
ple results) and also for simplicity, we use the closed-for@verload and network overload in our discussion, though the
formula of 0.1' as the probability of havingsimultaneous algorithm can be applied to other resources.
mismatches. As for subsequent host failures, we observe
that pecayse of the frequen@ da}ta .refres'h chgcl@slstoe, 51 Overview
the firstslive hosts at any point in time will quickly get fresh
data, as long as there is at least one live host with fresh d&ach host il RISL0G maintains the exponentially weighted
Thus, a good analytical approximation for the inconsistenmyoving averages (EWMA) of the rate of queries and updates
lirislog IN IRISLOG for a replica group ofh hosts with quo- to each XML element in its database. To provide stability
rum sizes< n/2is given by: the probability a§mismatches of the data placement process, each host sheds load when
plus the product of (a) the probability that alin the quo- the load is above high-watermarkhreshold until the load
rum fail simultaneously and (b) the duration until one of thgoes below dow-watermarkthreshold. A host sheds load
shas recovered. That s, by transferring to other hosts some of its XML elements,

MTTR determined by dragmentationalgorithm explained later.
-P(s,8) —, (4) By using its service discovery componehRISLOG tries
MTTFE S to choose a receiver host such that adding the new XML
whereP(s,s) is defined in equation 1. As an example aglements will (still) result in a connected fragment on that
this result, wherp = .95 and the MTTFE is 14 times thereceiver (i.e., a connected subtree). If no such host is found,
MTTR, then the analysis gives 0.0075 inconsistencysfer arandom host is chosen. Our experience has shown that this
4, 0.0013 inconsistency far= 6, and 0.0004 inconsistencysimple heuristic performs significantly better than a purely
for s= 8. Thus low inconsistency can be obtained with vemandom host selection strategy. More advanced selection
small quorum sizes. Also, for these settings, the first testrategies, e.g., based on geographic location, are beyond
in equation 4 is dominated by the second term by a factortbé scope of this paper.

lirislog = O. 1°+



the total weight of the edges coming from some nod&in
to some node if, and it corresponds to the additional com-
munication overhead incurred T were transferred. The
CUfexternal IS the total weight of the edges coming from some
node inGg to some node i, and it corresponds to the
reduction of load on the host T were transferred. In Fig-
ure 6, thecUtinterna Of Ty is 10, while thecuteyxternalis 15.

The fragmentation algorithm, at its core, requires solv-
ing a graph partitioning problem that has been well stud-
ied. However, previous algorithms [19, 28] tend to suffer in
terms of computational cost. With a 3 GHz machine with
Figure 6: The workload graph of a host. The circles labeld¢d®B RAM, the algorithms in [19, 28] each takes over an
T, andT, represent two partitions of size 3. hour to partition an ?(ML fragment with 1000 XML ele-
ments. Such excessive computational overhead would pre-

To minimize CPU and network overhead for subseque nt IrisLog from_ s_hedding load in a prompt fashion. _On
gueries, the XML elements transferred must be carefu} £ other hand, trivial algorithms (e.qg., the greedy algorithm

chosen. An XML query requires accessing a set of XM@,
elements in a given (partial) order, in order to properly eval-
uate the predicates and wildcards in the query. For mgs8 Qur Solution: POST
queries, this is a top-down order in which parent elements
are accessed before their child elements. For examplelniihis section we describe our algorithRosT (Partition-
Figure 1, a query on all the CMU data requires first at?g into Optimal SubTregsfor quickly producing a good
cessing th&€MUelement and then accessing its children dragmentation.
ements CMU-1, CMU-2, andCMU-3). Now, if the host  Upon signs of overload (i.e., the high-watermark is
containing all the CMU data (i.e., the rightmost shaded hoggached), a host first constructs the workload graph and then
transfers itsCMUelement, the same query will generate thré@vokesPosT to determine which s€f of XML elements
new subqueries sent on the network and three additioffakvict. The host passes a const@rto POsT to indicate
database access¥s.On the other hand, if th€MU-1el- themaximalcostT may have. The value @@ is determined
ement is transferred instead, that will result in only one ndly the extra load that other hosts may talosT tries to
subquery and one more database access. find a “good”T under such constraints. Intuitively, we may
want to minimizecutnernal (@chieved byT, in Figure 6) or
maximize CUtyernal (Chieved byT; in Figure 6). To be
comprehensive, we define our objective to be maximizing
We formalize the previous fragmentation problem usird —Y) * CUlexternal— Y* CUlinternal, @and then we tune the value
the following terminology. For a given host holding ®fybetweerD and1 to study its effects.
particular XML fragment, letG, denote the set of local To design an efficient fragmentation algorithmliris-
(Internal) XML elements, anGg denote the set of non-LOG, we exploit the following important characteristics in
local (External) XML elements (in fragments of other hostshe workload:A typical monitoring query in a hierarchical
and the set of query sources. Define therkload graph database accesses all elements in a complete subtree of the
(Figure 6) to be the DAG where nodes are the union tée represented by the monitoring database, BRidL oG
G, andGg, and edges are pointers connecting elementsranites the query directly to the root of the subtr@ais ob-
the XML database and sources to elements. Under a gigenvation is well supported by a trace of real user queries on
workload, an edge in the workload graph has a weight corf@AB-MONITOR (details are in Table 1), which shows that
sponding to the rate of queries along that edge. The weightre tharD9%of the user requests select a complete subtree
of a node inG, is defined as the sum of the weights of affom the XML databasé? Under such access patterns, the
its incoming edges (corresponding to its query load) angtimalT is typically a subtree. The reason is that transfer-
the weights of all its outgoing edges to nodesGa (cor- ring only part of a subtre& from a hostH; to another host
responding to its message load). For example, the weightbf may imply that a top-down query accesses elements in
the root node iy is 10+ 15= 25. H; (the top ofT) then inH; (the middle ofT) and then back

For any set of nodes within G;, we definel’s costto be in H; (the bottom ofT), resulting in suboptimal solution.
the sum of the weights of nodesTh Thecutnterna Of T is The above observation enablegsTto restrict the search

Section 6.2) do not yield “good” fragmentations.

5.2 Fragmentation Problem

11Each subquery results in one independent database access. With repifMore specifically, the query selects all thBLAB-MONITOR
cation, these numbers are multiplied by the quorum size. machine elements in some subtree.
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space, and run in linear timePosT sequentially scansthe host MTTR is 1 day, the regeneration time is 1 miridte,
through all the nodes of the workload graph, and for eafresh checks for a replica group are every 30 seconds, the
node, it considers the whole subtree rooted at it. For all theiverse sizai is 200, and the probability dfmismatches
subtrees with size smaller than the given capa@itit out- is0.1'.
puts the one with the optimal objective. The search space
is further decreased by scanning the nodes in the worklogdr 1 Availability of MAJORITY
graph in bottom up fashion, and thus considering the sub-
trees in increasing order of their sizes. With the same expEfs section studies the effects of correlated failuredian
imental setup used for the previously mentioned algorithrd®RITY. Figure 7(a) shows the unavailability BfAJORITY
PosT computes the result in less than two seconds. Yet,&8s@ function of the number of hosts in a replica group, for
we will show in Section 6.2, the quality of the fragmentatiofpur settings ofp. Whenp = 0.5, because of the regen-
results is very close to that of tf@(n3) optimal algorithms eration functionality MAJORITY is effective in improving
in practice. availability. In terms of absolute results, just seven repli-
Finally, we note that each tinfeosT decides to transfer acas are sufficient to deliver five nines availability. On our
partitionT from the overloaded host to a lightly loaded host?9-Scale graph, adding more replicas roughly decreases un-
it must coordinate with all the relevant replicas. Specificalgvailability linearly. However, such effects quickly dampen
for each data item i 13 a consensus protocol must be ruASP increases. Whep is 0.9 and 0.95, adding more repli-
among the replicas for that data item, in order to drop tR&S yields d[m|n|§h|ng returns in availability |mprovement'.
old host from the replica group and add the new hosT. |fAft_e_r a certain point, the curves flatterj and even small avgll-
contains only part of some data item, that data item is sgiRility improvement requires a large increase in the replica
into two, and a consensus protocol is used to update the nber. For example, improving from three to four nines

replica group and also to create a new one. availability underp = 0.9 requires increasing the replica
number from 15 to 43. Further, our simulation shows that

the system can never achieve five nines availability (even if
6 Experimental Evaluation we use all 200 hosts as replicas) unger 0.9. As ana-
lyzed in Section 4.6.2, the problem f&fAJORITY is that
This section evaluates (1) the availability and consisteniggreasing the replica number effectively increases the ob-
of IRISLOG under correlated failures, (2) the effectivenesgrved strength of the correlation aNthJoRITY becomes
and overheads of our fragmentation algoritRosT, and (3) unavailable as soon as half the replica group fails.
the performance ofRISLOG in two wide-area monitoring
services. 6.1.2 Availability and Consistency oflRISLOG

o ) We now turn to the properties of the replication design in
6.1 Availability Evaluation under Correlated |risLoc. Figure 7(b) plots the unavailability dRiSLOG
Failures as a function of the number of hosts in the replica group.

Because the quorum size IRISLOG is tunable, we plot

Availability evaluation is always challenging because fqfo resyits for three different quorum sizes under the same
highly-available systems, unavailability is a rare event, a f0.9. Since in SQSs is always smaller than a major-

along experiment duration is necessary to observe stablq "each curve thus starts from= 2s. For comparison, we
sults. For example, assuming a system with five nines aV%iI'o replot theMAJORITY curve from Figure 7(a) for the

ability and one-hour MTTR, we need on average over %:émep. Clearly, a larger quorum size decreases availability,

years to observe a single system down event and even Much, ;5o more hosts must be available in order to have a quo-

longer to gain confidence in the results. Given the infeasiili  owever. in all casdisL oG shows dramatically im-

ity of measuring RISL OG availability through experimental roved availability oveM AJORITY because (as highlighted
deployment, we use a discrete event-driven simulator. Fgg
|

; : .by the analysis in equations 2 and 3) far more failures are
each experiment, we simulate roughly 300 years of physical, jad beforerisL oG becomes unavailable.

tir_ne: Even with_ simula@ion, the Iength of the experiments Figure 7(c) plots inconsistency IRISLOG under differ-
still I|m|_ts the universe size we can 5|mglate_ to 20Q hosts.ent o values and quorum sizes Clearly, largerp has a

We simulate the complet&isL oG replication design, as neqative effect on inconsistency, because correlated failures
well as MAJORITY, under our tunable correlation modeleg it in fewer hosts with fresh data (until the data is re-
We use the following default settings for the system ParaMgsshed) and, hence, make it more likely for all the hosts

ters: the simulation quantumiis 1 second, the host MTTFE |5, fresh data to fail simultaneously. Once this happens,
14 days (recall that each failure event fails 1 or more hosts)
14Because the relative benefits of our design increase with regeneration
13Recall that the unit of replication ifrriSL0OG is called a data item. time, this relatively small value only makes our results pessimistic.
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Figure 8: Inconsistency and unavailability IefisSL 0G and comparison witiM AJORITY.

IRISLOG must wait a relatively long time (.eMTTR/s quorum size, which controls the amount of inconsistency.
time on average) for one of these hosts to recover. An ifs studied above, increasing the quorum size decreases
portant observation, however, is that while largér have inconsistency but increases unavailability for a fixed-sized
a devastating effect on the availability MfAJORITY, they replica group. Figure 8(a) shows that the sum of inconsis-
have only a modest effect on the consistency (and availalbéncy and unavailability varies with the quorum sgeand

ity) of IRISLOG. The curve forp = 0.9 is still close to the the global minimum may occur at some intermediate value
(idealized) curve where there are no host failures (and heffmes.

no dependence op) and the only source of inconsistency i _
is reachability mismatches. Even when= 1.0, the curve 10 compare our design againétaJorITy for the same

is still decreasing roughly linear in our log-scale graph. WEPlica group sizes, we choose the quorum size that min-

also find that these results are fairly robust to different pi1iz€s the sum of inconsistency and unavailability. Fig-

rameter settings. For example, with smafs < 12), in- Ure 8(b) shows that when the replica group sizie small

creasing the time between data refresh checks from 30 &3S than 10)MAJORITY does better thafRiSLOG. This
onds to 10 minutes increase inconsistency only slightly, §g-2ecause the inconsistency lirisL oG is relatively high
causeMTTR/sis still an order of magnitude larger than théith such small quorum sizes, and, hence, the sum of incon-

refresh time. sistency and unavailability dRISL 0G exceeds the unavail-

ability of MAJORITY. However, the benefit of our approach

increases wit, and significantly outperformsl AJORITY
6.1.3 Comparison for largern. For example, with 23 replicas and a quorum

size of7, IRISLOG can achieve inconsistency plus unavail-
In this section, we focus on further comparing tiResLoG ability of 1.2e-5, whileMAJORITY is unable to achieve
replication design ttMAJORITY. To make the benefits of1.2e-5 unavailability regardless aof Underp = 0.95, we
IRISLOG pessimistic, we add up the unavailability and irhave similar observation that with= 15 ands= 4, IRIs-
consistency in our system, and then compare the total witbG can achieve inconsistency plus unavailabilitylaf%,
the unavailability ofMAJORITY. IRISLOG has a tunable which is not achievable byl AJORITY under anyn. We can
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des. For simplicity, we assign a 50ms latency between
two hosts. We use a real user query trace (Table 1) col-
lected from ourPLAB-MONITOR deployment to drive the

Table 1: Trace of user queries from 10Nov2003—15Dec20§
and 5Mar2004—-20May2004 for theLAB-MONITOR ser-
vice deployed on 310 PlanetLab nodes.

emulation.
| Total queries | 1576 (100%) | Each emulation experiment starts with a single host hold-
Queries selecting a complete subtree 1563 (99.2%) ing the entire XML database. The first half of the query
Queries selecting all nodes 114 (7%) trace is then injected to warm up the system and fragment
Queries selecting a country 191 (12%) the database. We next inject the second half of the trace and
Queries Selelcnn.g aregion ggi (222@ measure the end to end response times and network over-
Qil:iigesselseecﬁf\gnfS;J:tr?ine 38 E3%)°) heads of user queries. The timescale in the trace is com-

pressed so that the average gap between two queries is 10
seconds.

We comparePosT with three other algorithms. (1) In
also interpret the results in Figure 8(b) from another pdarocaL OPT, each host partitions its XML fragment using
spective. Namely, as long as our availability target is highen optimal tree partitioning algorithm [19] with(n®) com-
than 99% (99% is roughly where the curves cross), our ggexity. (2) InGREEDY, an overloaded host evicts individual
proach has an advantage over MeJORITY approach. XML elements in decreasing order of their loads. As a re-

The above comparison clearly depends on the valye okult, it makes finer granularity decisions, but does not try to
To understand the effects pf we fix a target 00.0001for keep the XML elements clustered. (@rRACLEis an offline
the sum of unavailability and inconsistency, and compaapproach that takes the whole XML database and the query
the replica group size needed in the two different designsiorkload, and computes the optimal fragmentation (again
achieve the target. We find that approximately as long @ésing the algorithm in [19]) ORACLE cannot be used in a
p > 0.8, our design needs a small number of replicas. Fueal system and only serves as a lower bound for us to com-
thermore, the larger thevalue, the larger the advantage oysared against.

approach has ovéMAJORITY. On the other hand, whem g mentation Overhead. Figure 9(a) plots the cumu-

is smaller thar0.8, the availability improvement in our de-j4tve overhead of the fragmentation algorithms over time
sign can no longer offset the amount of inconsistency. Oﬂ‘ﬁring the warm-up phase of the experiment. The over-
way to interpret these results is that as long as we want\{0. 4"is measured as the number of XML elements trans-
overprovision againgi > 0.8, our system has a benefit 0Vefg e over the network due to load shedding. The graph
MAJORITY. To make this correlation threshold more corgy s several points. First, the amount of fragmentation de-
crete, we note that whem= 0.8 roughly half of the failure ¢ e5565 over time, which means that our load-based invoca-
events cause at most 3 failures (out of the 200 hosts).  tjons of all the algorithms do converge under this workload.
Figure 8(b) does not yet fully demonstrate the benefit QEcond,POST incurs slightly higher overhead tharocAL
our approachMAJORITY with a replica group of siza al- - 5pT This is expected sincBoST selects complete sub-
ways has a quorum size 0f 2. In IRISLOG, the qUOTUM eq \whose size may be slightly larger necess@REEDY
size can be smaller thamy2. The overhead of reads anGncurs higher overhead than baBosT andLOoCAL OPT,
writes is purely determined by t.he guorum s_iz_e. Thus, eVeRlich is surprising given thaGREEDY chooses the frag-
under the same number of replicag|SL oG will incur Iess - ans in a smaller granularity. This is explained by the fact
overhead for reads and writes. To quantify such benefligy; Greepy's non-clustering fragmentation increases the

Figure 8(c) plots the unavailability achieved by the two dgyera| system load which makes the hosts fragment more
signs under the same quorum sgewherelRISLOG has tan than in the other algorithms.

even larger advantages oWdnJORITY.

| Queries not selecting a complete subtree 13 (0.8%) |

Fragmentation Quality. Figure 9(b) compares different

i ) ) fragmentation algorithms in terms of the average query re-
6.2 Fragmentation Algorithm Evaluation sponse time during the second phase of our experiment. As
mentioned in Section 5, we try the algorithms with the ob-
jective of maximizing(1 —y) * CUtexternal— Y * CUtnternal @nd
We evaluate the effectiveness ®0ST by running the vary the value ofy from 0 to 1. Figure 9(a) shows a num-
PLAB-MONITOR service on Emulab [2]. We choose to usker of interesting points. First, o@(n) time PosT algo-
emulation for our evaluation so that we can compare diffeithm provides an average response time very close to the
ent fragmentation algorithms under the same settings. @4{n3) time LocAL OPT algorithm and also within twice
emulation uses the same XML database and the same ntira{ower bound GREEDY performs badly since it does not
ber (310) of hosts used by tidAB-MONITOR service run- aim to keep the XML elements clustered, which results in
ning on PlanetLab. The hosts are emulated using 60 Emutabre hops between the hosts. Second, the best response

6.2.1 Evaluation under Real Workload
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Figure 9: Plots comparing different fragmentation algorithms

times forGREEDY, PosTandLocaL OPTare found when every minute.

y = 1. Intuitively, this is because moving a fragment from Figure 10 plots query response time under the four frag-
one host to another translatesatsi:erna t0 additional sub- mentation algorithms as the previous three parameters vary.
queries. Since = 0 ignorescutnternal, it may increase the All algorithms here use & value of 1. As expected, av-
global load significantly higher than usigg= 1 that tries to erage query response time increases with the database size
minimize this additional load. (Figure 10(a)), since larger databases mean that more hosts

Figure 9(c) shows th&osTandLocAL OPTalso have are involved in a query. Query response time also increases
similar per query network overheaGReEDY performs the when the workload is more write-intensive (Figure 10(b)),
worst, because it generates small fragments and user qudrgEsiuse a higher rate of writes results in more fragmenta-
thus need to incur more network hops to access all the rdlen. The same is true when there are more read bursts (Fig-
vant XML elements. ure 10(c)). Even though the absolute differences among the
four algorithm vary across the parameter values, the the gen-
eral trend between the algorithms remains consistent with
our previous results under the rdalLAB-M ONITOR work-

To understand the sensitivity #fosT to different proper- load. Namely,GREEDY always performs much worse than
ties of the workload, we simulai&iSLoG in a customized the other algorithms; whild?0ST performs very close to
simulator under synthetic workload. We use 850 simu-ocaL OPT.

lated hosts where each host has a GNP [24] network co-

ordina_\te computed from a set of real Internet hos_ts [2@:3 Performance Evaluation in a WAN

The simulated network latency between two hosts is deter-

mined by the Cartesian distance of their GNP coordinat@#is section reports the performance of two monitoring and
The CPU processing time at each host, which dependsastuation services we have written ®RISLOG and de-
the size of the XML fragment on the host, is set as oployed on PlanetLab.

micro-benchmark results obtained when running teas-

LoG code on a 2.7GHz Pentium IV machine having 1 GB3.1 Infrastructure Resource Usage Monitor

RAM and running Redhat Linux. ) ) ] ]

The global XML databases in the workloads have higP..AB-MONITOR is a publicly available service (see
archies similar to that used by tHRLAB-MONITOR ser- http://www.intel-iris.net/irislog) built oiRISLOG to moni--
vice. Each set of synthetic workload contains 10,000 quer}@&the current resource usage (on a per node and perslice
with the same probability distribution as those RiLAB- ba5|s)_ of P!anetl__ab. Itis deploye_d on 310 PlanetLab hosts,
MONITOR of starting at specific levels of the hierarchy. Therganized in a hierarchy shown in Figure 1. Only around
queries are injected one second apart from each other. & nodes were available at the time of our experiments and
simulation varies three aspects of the workload: datab3@ response times reported here include the timeout values
size, read-write ratio, and read burstiness. Tatabase for the dead nodes and their replicas.
sizeof a workload is the number of XML elements in the Figure 11(a) plots the end to end response times of two
XML database, with a default value 4D0Q We vary the pull queries inIRiIsLoG and compares the result_s with a
read-write ratio(default value i©0.002) of the workload by centralized _scheme that pulls all data to a centralized server
changing the write rates of the sensors. We definead fOr processing. The first quewvg() computes the aver-

burstas a group of 100 queries issued 0.1 second apart ¢ available disk space of the nodes selected by the query,

ef”‘_Ch other.Read-burstinessf the workload is the _pro_ba- 15A slice in PlanetLab comprises a network of virtual machines spanning
bility (default 0) that a read burst starts at the beginning eééme set of physical nodes.

6.2.2 Evaluation under Additional Synthetic Workload
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Figure 11: Plots showing the performance of tlsL 0G monitoring services on a WAN.

and, thus, requires small intermediate results during the iesources to construct a good multicast tree [14]. In such
network aggregation. The second qu8ticeStat com- situations, ESM uses well-provisioned infrastructure hosts
putes the average bandwidth usage of each active sliceatiedwaypointsto form a better tree. Currently, ESM uses
PlanetLab. It maintains one aggregate for each slice andaesentral server to monitor the resource usage and demand
quires large intermediate results. The different number affthe participants and to trigger the creation of waypoints.
nodes on the axis represents the average number of noddewever, this solution does not scale (an event reported
in a subtree rooted at different levels. The response timesinef27] had 74,000 concurrent participants) and form a sin-
ported here are conservative because many PlanetLab ngiiepoint of failure.
were extremely overloaded during these experiments. FigTo usel riSL oG for distributed monitoring and actuation
ure 11(a) demonstrate the benefits of in-network aggreg@ESM, we modify ESM clients so that they report usage
tion in IRISLOG by spreading the network overhead angtatistics tolRISLOG. Triggers are then installed in the in-
computational load across many hosts. termediate nodes of thiiSLOG hierarchy which contact
Figurell(b) plots the overhead of using replication inattuators to deploy waypoint when the need arises. The to-
long-running push querivg() . As expected, the networktal modification to ESM required less than 300 lines of code.
overhead increases roughly linearly with the quorum size.qur experiment uses 140 PlanetLab hosts to emulate the
One way to reduce this overhead is to use slack in the ghavior of 250 ESM participants (i.e., maximum 140 con-
gregation (e.g., pushing the aggregated value up only whgfirent participants), each of which is given the proper-
itis changed by at lead%from the previously pushed upties (resource usage, dynamics etc.) of a participant in one
value) as shown in the figure. hour snapshot of the real ESM broadcast tr&laghdot
trace [14]). We use 20 PlanetLab hosts as waypoints. Fig-
ure 11(c) plots the CDF of the participants sorted in increas-
ing order of their receive bandwidth. It shows tHaBM-
ESM-MONITOR is a service built onRISLOG to moni- MONITOR performs very close to the centralized solution,
tor and actuate an End System Multicast (ESM) [15] desich means that the delay caused by the multi-level ag-
ployment, an operational Internet broadcast system bageeljation tree i SM-MONITOR is minimal. On the other
on overlay multicast. The ESM developers have noted tthand,ESM-MoNITOR will not suffer from the availability
in many real broadcasts, participants do not have enowgtd scalability problems of a centralized solution. As the

6.3.2 Application Self Monitoring and Actuation
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graph shows, server failure in the centralized solutido ( [12] F. P. UNQUEIRA, K. M. Designing Algorithms for Depen-
Waypoints ) can result ird0% of the participants receiv-
ing no data an@®0% of the participants receiving less than

75% of the required bandwidth.

7

(13]

Conclusion [14]

Motivated by the need for highly robust wide-area moni-
toring services, this paper discusses how we tolerate cor-
related failures in the context ¢RISLOG, a customizable
wide-area monitoring service we developed. SpecificaltXS]
IRISLOG uses a replication design based on Signed Quo-
rum Systems to tolerate untargeted correlated failures, and
a novel efficient XML database-fragmentation algorithm to
avoid targeted correlated failures caused by replica OVRl5]
load. Through analytical study, extensive simulation and
results derived from a real world deployment, we demon-

strate thatiRISLOG is able to achieve significantly higherl7]
availability than the best previous designs, and that its

d-

vantage increases with increasing levels of correlation.

(18]
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This completes the derivation of equation 1.

A Derivation of Equation 1

In this appendix, we will derive equation 1 in Section 4.6.2.
Recall thatP(j,n) is the probability that a failure event
causes exactly failures in a replica group afi hosts 0 <

j <n<u),foragivenp (0< p<1).

Let p; be the probability that a failure event causésail-
ures in a universe ofi hosts. In our tunable correlation
model (Section 4.6.1)p; = ﬁpi. Let P(i, j,n), where
j <i<u, be the probability that a failure event causes ex-
actlyi failures in the universe and causes exag¢fhilures in
the replica group oh hosts. TherP(j,n) = 3iL;P(i, j,n).
We observe that if there aljefailures out of a replica group
of sizen, then there ara@ — j non-failures in the replica
group, and hence at most— (n— j) failures in the uni-
verse. ThuP(i, j n) = 0 whenever > u— (n— j). This
givesP(j,n) = 5T P(i, j.n).

We will now derive an equation foP(i, j,n). Each
P(i, j,n) is the product of (1) the probabilitg; that a fail-
ure event causesfailures and (2) the probability, call it
Q(i, j,n), that such a failure event causg$ailures in the
replica group. We can analy#g(i, j,n) by considering all
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